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Abstract 

Cyber risks are high on the business agenda of every company, but they are difficult to 
assess due to the absence of reliable data and thorough analyses. To improve this situation, we 
identify cyber losses from an operational risk database and analyze these with methods from 
the field of actuarial science. Specifically, we use the peaks-over-threshold method from ex-
treme value theory to identify “cyber risks of daily life” and “extreme cyber risks”. We show 
that human behavior is the main source of cyber risk and that cyber risks are very different 
compared with other risk categories. Our models can be used to yield consistent risk estimates, 
depending on country, industry, size, and other variables. The findings of the paper are useful 
for practitioners, policymakers and regulators in improving the understanding of this new type 
of risk. 
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1 Introduction 
Although cyber risk is a crucial topic for the economy and society and is reported in the media 

every day, it has been the subject of very limited academic research.1 This is most likely due to 

the absence of reliable data. The aim of this paper is to take one step forward by conducting a 

thorough empirical analysis of cyber risks. We extract 1,579 cyber risk incidents from an oper-

ational risk dataset and analyze them with methods from the field of actuarial science. 

To arrive at deeper insights into the nature and statistical properties of cyber risk, we apply the 

actuarial toolbox. Specifically, we analyze whether models which prove useful for other loss 

categories can also be applied to cyber risk. With this we test whether cyber risks are structur-

                                                 
*  Corresponding author: Tel.: +41 71 244 7980. 

E-mail addresses: martin.eling@unisg.ch (M. Eling), jan.wirfs@unisg.ch (J. H. Wirfs). 
1  The literature on cyber risk is limited to the field of IT, but very little work has been done in business, finance, 

and economics. Our paper is closest to Biener, Eling, and Wirfs (2015) who analyze the insurability of cyber 
risk and show some descriptive statistics to illustrate their statistical properties. Our paper is also related to the 
data breach analyses of Maillart and Sornette (2010), Edwards, Hofmeyr, and Forrest (2015), and Wheatly, 
Maillart, and Sornette (2016). Table A.1 in the Online-Appendix summarizes these papers and outlines the 
contribution of this paper. We build upon and extend these papers in that we analyze (1) a global dataset (in-
stead of US data only), (2) a longer time period (1995-2014), and (3) the whole range of cyber risks (not solely 
data breaches). Furthermore, we include more explanatory variables (e.g., risk type, contagion, region, indus-
try, company size, and time), derive a model under which the simultaneous analysis of all covariates is possible 
(i.e., interactions between covariates), and analyze the whole loss distribution (not only peaks over a threshold). 
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ally comparable to or distinctive from other risks. Answering this question is essential to im-

prove the modelling and management of cyber risk, for example to calculate risk capital or to 

improve the provision of insurance. 

We use the peaks-over-threshold method from extreme value theory to identify what we call 

the “cyber risks of daily life” and “extreme cyber risks”.2 Especially given the magnitude of 

daily life cyber events these risks are significantly less skewed and less heavy-tailed than other 

operational risks. At the same time there are a few extreme cyber risks that pose an enormous 

threat to the solvency of the afflicted company. Our results show that cyber risk constitutes a 

distinct risk category where more research is warranted, especially given their high importance 

for the economy and society. The results also highlight that human behavior, be it criminal or 

not, is the main source of cyber risk. 

Our findings are important to reach a better understanding of cyber risks and their conse-

quences. Special importance is given to the financial services sector, since regulators require 

banks and insurers to hold risk capital for operational losses which might result from cyber 

risks. Moreover, our results are useful for insurance companies which are developing cyber 

insurance policies and do not have enough data and experience with cyber risks.3 For firms 

outside the financial services sector, the results are important not only for internal risk manage-

ment, but also in light of new reporting requirements for cyber incidents.4 We illustrate the 

usefulness of our results for policymakers, regulators and practitioners in a risk measurement 

application. For the academic audience we present effective and contemporary modeling ap-

proaches for the novel application area of cyber risk.5 

The remainder of this paper is structured as follows. In Section 2 we define the term “cyber 

risk” and introduce our data and methodology. Section 3 presents the empirical analysis. We 

conclude in Section 4. 

                                                 
2  This separation follows Rakes, Deane, and Rees (2012) who motivate their model with the fact that IT security 

incidents typically result in small operational disruptions or minimal recovery costs, but occasionally high-
impact security breaches can have catastrophic effects on the firm. An example of a small cyber risk of daily 
life is a hacker attack on companies reported in the media almost every day. Extreme cyber risks, however, are 
major disruptions of the business operations that might threaten the survival of a company. 

3  Industry studies show that the modelling and pricing of cyber insurance policies is the main impediment to the 
insurability of cyber risks; see Biener et al. (2015), Eling and Wirfs (2016). 

4  In the US, reporting requirements for data breaches have been introduced in many states since 2002 (NCSL, 
2016). In the European Union such reporting requirements will apply from 2018 (European Union, 2016). If 
these are enforced, more data and information will be available. This has happened already in the US with data 
samples as the Privacy Rights Clearinghouse “Chronology of Data Breaches”. 

5  Our results add especially to the finance, risk and insurance domain (e.g., Tchakoute Tchuigoua, 2016; Felício 
and Rodrigues, 2015; Gaganis and Pasiouras, 2013), but they also related to recent discussions on the role of 
big data (e.g., Gunasekaran et al., 2016; Fosso Wamba et al., 2016; Sivarajah et al., 2016) and risk perception 
in digital businesses (e.g., Paluch and Wünderlich, 2016; Aalberts et al., 2009; Eisenstein, 2008). 
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2 Data and Methods 
Typically, information on cyber risk is not publicly available since companies whose security 

has been breached or that have been attacked do not report it. Another impediment to the col-

lection of cyber risk data is the absence of a clear-cut definition of “cyber risk”. Our working 

definition is based on how banking supervisors categorize operational risk and goes back to 

Cebula and Young (2010) who define cyber risk as “operational risks to information and tech-

nology assets that have consequences affecting the confidentiality, availability or integrity of 

information or information systems”. Linking cyber risk to operational risk has several ad-

vantages. Firstly, it distinguishes cyber risk from other established risk categories.6 Secondly, 

in structuring cyber risk we can use the established subcategories from operational risk.7 

Thirdly, linking cyber risks to operational risks allows a clear identification of relevant data. 

The latter advantage is exactly the empirical strategy of this paper. Having defined cyber risk 

as a subgroup of operational risk, we use the world’s largest collection of publicly reported 

operational losses – the SAS OpRisk Global data – and extract cyber risk events using the search 

and identification strategy described in Online-Appendix B. The database consists of 26,541 

observations between January 1995 and March 2014.8 An important aspect is the reliability and 

the completeness of the dataset. Regarding reliability, each loss event has been confirmed at 

least by one major media source and is thus easily traceable and peer-reviewable. The dataset 

has already been used in numerous academic papers (e.g., De Fontnouvelle et al., 2006; Hess, 

2011) and is widely accepted in practice (e.g., regulators allow banking and insurance compa-

nies to enrich their own data with information from the dataset to calculate risk-based capital). 

In terms of completeness, one limitation is that the data provider only includes losses in excess 

of US$100,000; in general it holds that the larger the event, the more likely it is to be reported.9 

                                                 
6  In banking supervision (e.g., BIS, 2006) market, credit, liquidity, legal, and operational risks are separated. 

Insurance supervisors (e.g., CEIOPS, 2009) typically consider market, insurance, credit, and operational risks. 
7  Following the operational risk definition in Basel II (BIS, 2006) and Solvency II (CEIOPS, 2009), we catego-

rize cyber risk into (1) actions of people, (2) systems and technology failures, (3) failed internal processes, and 
(4) external events. 

8  The dataset provides an estimate of the complete costs of operational risk events (direct and indirect); however, 
reputational losses are not covered since this sort of loss is typically excluded in regulation of operational risk. 
All losses are given in US$ and adjusted for inflation to make them comparable. 

9  Another limitation might be that early data might be backfilled and late data might be incomplete because the 
outcomes are not fully reported. To account for this we evaluate our findings with a subsample of losses from 
2004 to 2013 and found no significant differences (results are available in Online-Appendix DV). 
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However, for the analysis of tail behavior, which is of principal interest in this paper, censorship 

is no problem.10/11 

We first present descriptive statistics (Section 3.1) and then compare cyber risk to other risks 

with standard models from extreme value theory (EVT; Section 3.2). We adopt the loss distri-

bution approach which considers two separate distributions for loss frequency and loss severity. 

The loss frequency is typically modelled by either a Poisson or a negative binomial distribution 

(see, e.g., Moscadelli, 2004). For the loss severity we fit the data to distributions used in recent 

actuarial literature (see, e.g., Eling, 2012). Furthermore, we include a non-parametric transfor-

mation kernel estimation (see Bolancé et al., 2003, 2008) and implement the peaks-over-thresh-

old (POT) method from EVT (see, e.g., Chapelle et al., 2008). In the latter approach, losses 

above a threshold are modeled by a generalized Pareto distribution (GPD), while losses below 

the threshold are modeled with another common loss distribution such as the exponential, log-

normal or Weibull. To identify the best models we apply various goodness-of-fit tests (log-

likelihood value, the AIC, and the Chi-square goodness-of-fit tests; Anderson-Darling-test; 

modified Kolmogorov-Smirnov-test for discrete distributions; see Arnold and Emerson, 2011). 

The bootstrap goodness-of-fit test by Villaseñor-Alva and González-Estrada (2009) is used to 

identify the optimal threshold value for the POT method. 

We then go beyond the standard actuarial modelling and apply a new version of the POT 

method following Chavez-Demoulin, Embrechts, and Hofert (2016) where the loss data de-

pends on covariates (Section 3.3).12 Instead of separating the data into subsamples and model-

ing the losses in each group individually (see, e.g., Edwards et al., 2015), this approach has the 

advantage of using the whole data (which is critical for the sparse cyber risk data) and that 

interactions can be analyzed. We model incident-specific variables (cyber subcategory, two 

forms of contagion), firm-specific variables (region of domicile, industry, company size) and 

time as covariates. Finally, in Section 3.4 we estimate the value at risk, a risk measure that 

banking and insurance regulators (Basel II, Solvency II) use to determine how much capital a 

                                                 
10  When applying extreme value theory the empirical distribution converges to the GPD, if the threshold is chosen 

appropriately (see Pickands, 1975; Balkema and de Haan, 1974). Thus there is no bias in the tail fit. Another 
indication for the reliability and completeness of the data is that the data reflects many characteristics known 
from industry studies (e.g., Ponemon Institute, 2015; PwC, 2015), but allow to dig much deeper into the topic. 

11  We also verify our results with a data breach dataset considered by Edwards, Hofmeyr, and Forrest (2015) and 
Wheatley, Maillart, and Sornette (2016). This dataset contains the number of records breached and thus no real 
loss data, but can be used to compare our results with the literature. See Online-Appendix DIV. Throughout 
the paper we make several references to the data breach data, highlighting similarities and differences. 

12  Recent literature on operational risks has shown that the inclusion of covariates enhances model fit and thus 
improves estimation accuracy; see, e.g., Ganegoda and Evans (2013). 
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company needs to hold to cover losses with a given confidence level (see, e.g., Eling and Tib-

iletti, 2010). Online-Appendix C gives a detailed description of the methods and measures ap-

plied in this paper. 

3 Results 
3.1 Descriptive Statistics 

Table 1 compares 1,579 cyber losses extracted from the SAS OpRisk database with the 24,962 

cases not classified as cyber. Mean, standard deviation, median, skewness, and kurtosis are 

significantly smaller for cyber than for the non-cyber losses (Table 1, Panel A).13 The results 

of a non-parametric Mann-Whitney-Wilcoxon Test show that the two samples come from dif-

ferent populations, illustrating that cyber risks are different. 14 The tail risk measure (McNeil, 

Frey, and Embrechts, 2015, p. 283), however, is higher for cyber risk than for non-cyber losses. 

It thus seems that there is a large number of small losses (the “cyber risks of daily life”) and a 

few large ones (the “extreme cyber risks”) leading to high Tail Value at Risk (TVaR) values 

and a higher tail risk measure. This aspect will be considered in more detail in the later analyses. 

The separation into subcategories (Panel B) shows that “actions of people”15 is the most fre-

quent incident, while the other categories are rather rare. This confirms results from the IT 

literature (see, e.g., Evans et al., 2016) that human behavior is the main driver of cyber risk. 

Regarding Panel C it might seem counterintuitive that the 296 cases in which more than one 

company is affected do not cause higher losses, but if several companies are affected the inci-

dent might be detected sooner and economies of scale in solving the problems might be realized. 

If one incident causes multiple losses in the same firm, however, the costs are higher (Panel D). 

Five out of the ten largest cyber losses come from Asia, increasing the mean loss for this region 

(Panel E). Moreover, a high portion of incidents occurred in the financial industry (76%; Panel 

F), while it is more balanced for other operational risks. This illustrates that the financial indus-

try might be an especially attractive target, though obviously better protected (mean and median 

                                                 
13  This holds also for the maximum losses, which are US$ 14.6 billion for cyber risk and US$ 97.7 billion for 

non-cyber risk. The maximum loss incident for cyber risk is a money laundering incident at the Bank of China 
in February 2005. The largest non-cyber risk incident was in November 2001 when Philip Morris had to pay 
smokers who became sick from their products. The estimates for mean and median are close to average losses 
in the literature; e.g., the Ponemon Institute (2015) finds that the mean annualized cost of cybercrime for an 
organization result in an average financial impact of US$ 7.7 million per year.  

14  We also conducted the Levene- and Fligner-Killeen-Test to test for the homogeneity in variances and again 
observe a significant difference. Furthermore, a Kolmogorov-Smirnov-Test for the empirical distributions for 
cyber and non-cyber risks indicates that the two samples are different. The results for these additional tests are 
available upon request. 

15  Hacking attacks, physical information thefts, human failures, and all incidents where employees manipulate 
data (un-/intentionally) are included here. 
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loss are much lower). Finally, in Panel G we observe a U-shaped relation between the loss 

amount and the number of employees as well as a U-shape in the tail risk measure, indicating 

heavier tails for small- and large-sized companies. This motivates the consideration of nonlinear 

relations in the later dynamic EVT approach.16 

                                                 
16  In Online-Appendix DI, we compare the loss data with losses from other risk categories (e.g., fire, indemnity). 

Cyber losses are more skewed and heavier tailed than the standard loss categories, but are less skewed and 
exhibit less heavy tails than OpRisk. The results for the Mann-Whitney-Wilcoxon Test confirm the difference 
in the cyber loss sample and the other risk categories, again emphasizing that cyber risks are different. 
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Table 1 Comparison of Cyber Risk and Non-cyber Risk Losses (in million US$) 
 Cyber risks  Non-cyber risks 
 N Mean Std. dev. Median Skewness Kurtosis Tail risk  N Mean Std. dev. Median Skewness Kurtosis Tail risk 
 Panel A: Total sample 
Total 1,579 43.49 426.36 1.53 27.12 873.33 7.265  24,962 98.52 1,154.39 5.09 49.95 3,388.68 5.765 
 Panel B: Subcategories 
Actions of people 1,203 42.66 475.53 1.35 25.42 739.22 9.559         
Systems and technical failure 212 45.32 141.23 4.78 7.87 81.21 2.086         
Failed internal processes 108 15.12 48.96 1.32 5.30 30.90 2.745         
External events 56 109.12 431.92 4.25 5.49 31.56 4.789         
 Panel C: Relation of one incident to losses in other firms (Contagion Type A) 
One firm affected 1,283 49.22 470.84 1.56 24.73 720.95 6.835  17,748 87.59 983.16 5.02 48.44 3,212.91 5.382 
Multiple firms affected 296 18.65 90.74 1.45 11.35 154.13 4.083  7,214 125.40 1,494.10 5.30 45.74 2,693.57 6.235 
 Panel D: Relation of one incident to losses in the same firm (Contagion Type B) 
One single loss caused 1,426 39.33 437.28 1.43 27.58 873.25 8.109  22,533 81.55 1,140.32 4.45 55.43 3,907.68 6.264 
Multiple losses caused 153 82.21 304.82 7.51 7.47 64.70 3.264  2,429 255.90 1,267.00 19.65 13.35 226.28 3.966 
 Panel E: Region of domicile 
Africa 24 30.90 131.99 1.86 4.29 17.17 14.264  278 58.72 286.60 2.59 9.34 96.98 3.828 
Asia 256 104.31 942.39 1.52 14.32 215.39 14.255  3,375 132.95 1,828.87 4.04 34.00 1,330.99 8.019 
Europe 393 31.09 126.56 1.78 8.12 84.02 3.144  5,596 121.01 892.16 5.49 19.40 447.42 4.781 
North America 830 33.26 250.90 1.42 15.55 264.37 5.575  14,867 85.31 1,083.29 5.27 60.22 4,800.16 5.883 
Other 76 18.44 71.46 1.55 7.50 59.05 1.246  846 57.44 231.27 4.47 9.14 103.85 3.763 
 Panel F: Industry 
Non-financial 381 84.11 408.49 4.47 8.62 82.87 4.944  13,665 114.31 1,449.82 7.43 44.27 2,459.44 6.576 
Financial 1,198 30.57 431.26 1.16 32.23 1,081.47 7.384  11,297 79.40 633.58 2.92 25.53 857.65 4.980 
 Panel G: Company size by number of employees* 
Small 506 36.46 251.79 1.45 15.66 288.87 6.796  7,310 49.64 473.25 3.60 41.79 2,120.66 5.048 
Medium 504 25.86 154.55 1.52 16.16 308.05 3.805  7,310 90.62 1,015.99 5.70 38.04 1,614.73 4.730 
Large 505 67.91 691.61 1.44 18.83 384.22 11.191  7,130 175.63 1,787.05 6.62 37.84 1,825.05 5.717 
NA 64 45.19 141.89 4.67 5.40 32.58 3.264  3,032 49.47 470.72 5.36 33.99 1,444.98 5.869 

Note: The non-cyber losses are the losses not classified as cyber in the SAS OpRisk Global dataset. The tail risk measure (Tail Value at Risk/Value at Risk at 95% confidence level) 
describes the extent to which the TVaR captures the tail risk that is not gauged by the VaR. *: Size-classification is based on the lower, middle and upper 33% quantiles of number 
of employees; Cyber risk – Small (≤ 5,882 employees), medium (between 5,900 and 56,137 employees), and large (≥ 56,200 employees); Non-cyber risk – Small (≤ 5,956 employ-
ees), medium (between 5,960 and 47,979 employees), and large (≥ 48,000 employees). 
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Figure 1(a) illustrates that the number of cyber risk incidents was small before 2005. After that 

point, however, the number of incidents continuously increased until May 2009 and then de-

creased slightly. A similar pattern can be observed in Maillart and Sornette (2010), who ana-

lyzed data breaches in the US between 2000 and 2008, indicating a pattern change as early as 

July 2006. The mean and median loss (see Figures 1(b) and (c)) and their variance have since 

decreased, perhaps because of the increased use of self-protection measures that reduce the loss 

amount in a cyber incident. The developments of cyber and non-cyber losses are comparable, 

but mean and median losses for non-cyber risk exhibit a higher variance. The low median for 

cyber again illustrates that the majority of the cyber losses are small events of daily life and that 

the risk profile is different from that of other risk categories. 

Figure 1 Number of Loss Events, Mean and Median Losses over Time 
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 (a) Number of loss events in 

sliding window of 6 months 
(b) Mean losses in sliding 

window of 6 months 
(c) Median losses in sliding 

window of 6 months 

3.2 Standard Models and Goodness-of-Fit 

The log-likelihood function and AIC values indicate that for the loss frequency – both measured 

by year and month – the negative binomial distribution provides better fit than the Poisson 

distribution (see Table 2).17 This is underlined by the results of the K-S test: the null hypothesis 

for the Poisson distribution is rejected at a 1% level, while it cannot be rejected for the negative 

                                                 
17  For the loss frequency measured by month we also test the zero-inflated versions of the Poisson and negative 

binomial distribution (see, e.g., Edwards et al., 2015), which do not provide a better fit than the negative bino-
mial distribution for frequency data measured on a yearly basis. 
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binomial distribution for the yearly data. This indicates that modelling the yearly loss frequency 

of cyber risks by a negative binomial distribution is most appropriate. This result is in line with 

the findings of Edwards et al. (2015), who identified the negative binomial distribution to be 

optimal for the daily frequencies of data breaches.18 

Table 2 Goodness-of-Fit Analysis – Frequency 
Model Frequency Log-likelihood AIC Chi-square-test K-S-test 
Panel A: Cyber risk (N = 1,579) 
Poisson Yearly -622.18 1,246.36 1,130.08 *** 0.500 *** 
Poisson Monthly -958.49 1,918.97 1,261.22 *** 0.611 *** 
Negative binomial Yearly -107.39 218.78 100.49 *** 0.218  
Negative binomial Monthly -345.57 695.15 35.40 ** 0.699 *** 
        
Panel B: Non-cyber risk (N = 24,962) 
Poisson Yearly -3,267.56 6,537.12 > 10,000.00 *** 0.500 *** 
Poisson Monthly -10,327.28 20,656.55 19,719.11 *** 0.661 *** 
Negative binomial Yearly -157.08 318.16 194.33 *** 0.235  
Negative binomial Monthly -651.46 1,306.93 367.49 *** 0.627 *** 

Note: AIC = Akaike information criterion; for the Chi-square- and the Kolmogorov-Smirnov-test (K-S-test) we 
present the value of the test statistic and the significance level of rejecting the null hypothesis (H0: the given 
distribution is equal to the sample distribution). *, **, and ***, indicate significance levels of 10%, 5%, and 1%. 

For the loss severity (Table 3) the results from the Kolmogorov-Smirnov-tests (K-S-tests) indi-

cate that none of the single parametric distributions adequately models the cyber risk loss data 

(the null hypothesis for each model in the K-S-test is rejected). Furthermore, these distributions 

do not fit the non-cyber risk data, necessitating the use of modelling approaches from EVT. 

From the seven distributions, the GPD provides the best results for cyber losses measured by 

log-likelihood values and AIC. This finding is in contrast to that of Edwards et al. (2015), who 

estimate the log-normal distribution as best model for data breach sizes. Furthermore, the GPD 

shape parameter for the cyber risk data has a value of 1.5998, which is smaller than that for 

non-cyber risk (1.6385). The distribution for the non-cyber risk losses is thus heavier than that 

of cyber risks. Looking at the POT approach, we observe a better fit for both cyber risk and 

non-cyber risk compared with the single parametric distributions,19 also the non-parametric 

                                                 
18  According to Edwards et al. (2015) the negative binomial distribution can be generated out of a continuous 

mixture of Poisson distributions, which occur when events are generated by a Poisson process whose rate is 
itself a random variable. They explain that breaches in different organizations attacked by different groups 
have different rates and by that lead to the negative binomial distribution observed. 

19  The optimal threshold value is the 56% percentile for the cyber and the 80% percentile for the non-cyber 
sample; for robustness we also computed results for different threshold values, yielding similar findings. See 
Online-Appendix DII. Note also that we do not show K-S- and A-D-results for the POT approach in Table 3, 
since the models are not continuous at the threshold, which is a prerequisite for the application of those tests 
(see, e.g., Lehmann and Romano, 2005, p. 584). It is possible to estimate models with continuity constraints in 
the POT approach, but the overall fit of the constrained models is not as good as for the unconstrained models 
(see, e.g., Scarrott and MacDonald, 2012), which is why we do not show them here. 
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transformation kernel performs very well in fitting the data, providing the overall best fit (which 

again confirms findings from other papers; see, e.g. Eling, 2012). 

Table 3 Goodness-of-Fit Analysis – Severity 
Model  Log-likelihood AIC Kolmogorov- 

Smirnov-test 
Anderson- 

Darling-test 
Panel A: Cyber risk (N = 1,579) 
Exponential  -7,535.78 15,073.55 0.60 *** 79.94 *** 
Gamma  -5,368.23 10,740.46 0.24 *** 18.79 *** 
GPD  -4,553.42 9,110.84 0.07 *** 7.18 *** 
Log-logistic  -4,591.40 9,186.80 1.00 *** 13.22 *** 
Log-normal  -4,588.09 9,180.19 0.08 *** 16.99 *** 
Weibull  -4,886.78 9,777.57 0.16 *** 60.20 *** 
Skew-normal  -10,718.32 21,442.63 0.82 *** 166.03 *** 
POT (threshold 56%)  -4,485.76 8,979.50 /  /  
POT (threshold 80%)  -4,510.16 9,028.32 /  /  
Transformation kernel  -4,402.59 / /  /  
        
Panel B: Non-cyber risk (N = 24,962) 
Exponential  -139,542.80 279,087.60 0.54 *** 58.75 *** 
Gamma  -109,184.80 218,373.60 0.21 *** 13.10 *** 
GPD  -99,438.54 198,881.10 0.03 *** 50.27 *** 
Log-logistic  -99,572.73 199,149.50 1.00 *** 61.63 *** 
Log-normal  -99,258.09 198,520.20 0.03 *** 54.86 *** 
Weibull  -102,587.30 205,178.60 0.10 *** 6.30 *** 
Skew-normal  -194,267.50 388,541.00 0.81 *** 230.30 *** 
POT (threshold 56%)  -98,964.83 197,937.70 /  /  
POT (threshold 80%)  -98,998.47 198,004.90 /  /  
Transformation kernel  -98,120.48 / /  /  

Note: AIC = Akaike information criterion; for the Kolmogorov-Smirnov- and the Anderson-Darling-test we pre-
sent the value of the test statistic and the significance level of rejecting the null hypothesis (H0: the given distribu-
tion is equal to the sample distribution). *, **, and *** indicate significance levels of 10%, 5%, and 1%. 
 
The distributions estimated with the POT approach are presented in Figure 2. These again il-

lustrate that cyber risk is different from other operational risks; the distribution function is quite 

a bit away from the non-cyber risks, and approaches one much faster than the non-cyber losses, 

indicating less heavy tails. The visual inspection also again illustrates the large number of daily 

life events and confirms the good fit of the POT approach, motivating the use of EVT and its 

dynamic extension. 
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Figure 2 Estimated Distribution and Density Function 

  
(a) Distribution function (b) Density function 

3.3 Extended Models – The Dynamic EVT Approach 

Column (1) in Table 4 presents the results for the loss frequency considering a Poisson Gener-

alized Linear Model (GLM) with log-link function.20 Columns (3) and (4) show the loss sever-

ity results considering the POT for two different threshold values (0% as a test without POT 

and 56% as optimal threshold with POT). Since the modelling algorithm of Chavez-Demoulin 

et al. (2016) requires a transformation of the original scale parameter, the interpretation of de-

pendences is relatively complex; we thus focus on the shape parameter here. The results in 

column (1) show the loss frequency over the whole data sample; it is interesting to look at 

covariates that could determine tail events. For this purpose, the results of the logistic regression 

for the occurrence of tail events are given in column (2). The selection of variables in models 

(1), (3) and (4) is oriented to the approach used by Chavez-Demoulin, Embrechts, and Hofert 

(2016) and provides the covariate combinations that best fit the data.21 

All covariates are important predictors for the loss frequency and confirm the direction seen in 

the descriptive analysis (see column (1)). The loss frequency shows a growth of about 11.7% 

(e0.111·(year+1) - e0.111·year)/e0.111·year = e0.111-1) per year over the whole sample period, although we 

observed a stagnation and decrease after May 2009 in Figure 1. Frequency in general increased, 

                                                 
20  We present the Poisson distribution, because its parameter is easier to interpret when depending on covariates. 

We also tested the negative binomial distribution and received similar results (see Appendix DV). Note also 
that we use the log-link function since it is the only way to guarantee the convergence of our estimation ap-
proach. Based on the log-link in the Poisson GLM (i.e., ln(λ) = β0 + β1·X1 + …) the interpretation for the actual 
loss frequency parameter is that ceteris paribus a one-unit increase in X1, leads to a proportional change in λ of 
eβ1. Furthermore, the variable “No. of Employees” exhibits few missing values, which is the reason why Table 
4 is based on 1,515 data points. 

21  The results presented for the logistic regression are based on the covariate combination that was optimal in the 
loss frequency model (1). 
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but the probability of an extreme loss occurring decreased over time (Panel C, column (2)). 

This result is in contrast to Wheatley et al. (2016), who show that the rate of large data breach 

events has been stable in the US but increased for non-US. In addition, we observe that the loss 

severity’s shape parameter decreased also for both threshold models (Panel C, columns (3) and 

(4)). Our results might be explained by the increase in the awareness of cyber risks, and thus 

companies learned how to protect themselves better (i.e., by reducing the size and probability 

of extreme losses). Similar observations can be made for different subcategories (i.e., incidents 

connected to human behavior are more frequent but less often lead to extreme events and exhibit 

less severe losses; Panel A) and the financial industry (i.e., members of the financial industry 

are more frequently victims of cyber risk, but are less vulnerable to extreme losses; Panel B). 

A significant effect on the severity for the financial industry, however, cannot be detected. 

The frequency of losses increases with size, but size has no effect on the frequency of extreme 

losses (Panel B, columns (1) and (2)). We also note that bigger firms face less severe losses in 

general (column (3)), but measuring the tails only (column (4)), this relationship is reversed, 

meaning that bigger companies have heavier losses. However, this effect is not robust with 

respect to the model selection (e.g., if model (3) is computed with the variable combination of 

model (4) only, size is not significant). The analysis with respect to nonlinearity between the 

company size and the distributional parameters shows no nonlinear relationship for both fre-

quency and severity; for this reason these results are given only in the appendix (see Online-

Appendix DIII).22 

In Panel D we see that the inclusion of the covariates significantly improves the model fit, 

confirming the results from other analyses (see, e.g., Ganegoda and Evans, 2013). We also note 

the size of the shape parameter for loss severity in columns (3) and (4). A shape parameter 

greater than 1 indicates infinite moments and thus an infinite expected value (see, e.g. McNeil, 

Frey, and Embrechts, 2015). This is true for almost all covariate combinations and underlines 

the heavy-tailedness of cyber losses.23 

                                                 
22  Although we could observe some U-shape relationships in descriptive statistics for some size measures, these 

results are driven by outliers. In Online-Appendix DV we also present some robustness tests for the company 
size variable with alternative size measures (revenues and total assets). The main results are consistent across 
all measures. 

23  In Online-Appendix DV we also consider the complete SAS OpRisk Global dataset with an indicator variable 
for a cyber incident. The significance of this cyber variable further illustrates that cyber and non-cyber losses 
exhibit different characteristics. 
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3.4 Application 

In Table 5 we consider two sample companies to simulate the loss frequency and loss severity 

according to the dynamic EVT approach for 2014 and determine the value at risk (VaR).24 

Company 1 is a small British bank with 5,000 employees that faces an “actions of people” 

incident (without contagion). Company 2 is the largest Swiss retail company with 100,000 em-

ployees and also faces an incident from the “actions of people” category (without contagion). 

Next to the risk measures for three modelling approaches the corresponding empirical estimates 

are given. We see that the model estimates are in many cases relatively far from the empirical 

estimates, but that the dynamic EVT approach provides by far the most accurate results. 

 

                                                 
24  For the risk measurement, we apply the logistic regression (analogous to column (2) in Table 4) and the second 

severity model (column (4) in Table 4) with only the two covariates number of employees and financial indus-
try. This reduction to two covariates is necessary since otherwise the empirical samples for the determination 
of the empirical VaR are too small. We apply the logistic regression analysis and the severity model with the 
56%-threshold, because this allows the closed-form estimation of the VaR (see, e.g., McNeil, Frey, and Em-
brechts, 2015, p. 283), which is an easy adjustment for the infinite mean model problem. 
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Table 4 Results for the Dynamic EVT Approach 
Variable  (1) Frequency 

Poisson GLM 
 (2) Logistic regression 

(threshold 56%) 
 (3) Severity 

(threshold 0%) 
 (4) Severity 

(threshold 56%) 
  λ    Shape ξ Transf. Scale  Shape ξ Transf. Scale 
Panel A: Cyber incident specific covariates 
Subcategories Systems and technical failures -1.736 

(0.0761) 
***  0.649 

(0.1667) 
***  0.963 

(0.1155) 
*** 0.266 

(0.7014) 
  ---  0.735 

(0.5770) 
 

 Failed internal processes -2.395 
(0.1019) 

***  0.205 
(0.2183) 

  0.153 
(0.1368) 

 0.049 
(0.7687) 

  ---  0.009 
(0.8388) 

 

 External events -3.042 
(0.1380) 

***  0.517 
(0.3175) 

  0.556 
(0.2014) 

*** 0.350 
(1.2133) 

  ---  0.009 
(1.0350) 

 

Contagion Type A Multiple firms affected -1.420 
(0.0649) 

***  0.191 
(0.1405) 

  -0.453 
(0.0741) 

*** ---   ---  ---  

Contagion Type B Multiple losses caused -2.216 
(0.0863) 

***  0.812 
(0.1932) 

***  0.448 
(0.1259) 

*** 1.237 
(0.7516) 

*  ---  1.274 
(0.6094) 

** 

Panel B: Company specific covariates 
Region of Domicile Africa -3.542 

(0.2115) 
***  0.763 

(0.4473) 
*  -0.113 

(0.2378) 
 ---   ---  ---  

 Asia -1.196 
(0.0737) 

***  -0.026 
(0.1611) 

  0.278 
(0.0968) 

*** ---   ---  ---  

 Europe -0.729 
(0.0622) 

***  0.347 
(0.1333) 

***  0.033 
(0.0780) 

 ---   ---  ---  

 Other -2.360 
(0.1208) 

***  0.365 
(0.2552) 

  0.099 
(0.1666) 

 ---   ---  ---  

Industry Financial 1.206 
(0.0610) 

***  -1.146 
(0.1378) 

***  -0.120 
(0.0835) 

 -1.247 
(0.4868) 

***  ---  -0.515 
(0.4784) 

** 

Company size No. of Employees 0.001 
(0.0001) 

***  0.000 
(0.0005) 

  -0.001 
(0.0003) 

* ---   0.001 
(0.0007) 

** ---  

Panel C: Time + Intercept 
Time Years (continuous) 0.111 

(0.0050) 
***  -0.109 

(0.0170) 
***  -0.011 

(0.0092) 
*** -0.110 

(0.0580) 
*  -0.060 

(0.0184) 
*** ---  

Intercept  -6.685 
(0.0903) 

***  1.699 
(0.2580) 

***  1.683 
(0.1451) 

*** 3.242 
(0.8621) 

***  1.921 
(0.2498) 

*** 2.732 
(0.4412) 

*** 

Panel D: Model fit 
LLV  -10,442.670  ---  -4,034.929  -2,773.335 
LLV_null  -13,376.640  ---  -4,151.807  -2,809.587 
AIC  20,915.340  ---  8,109.858  5,564.670 
AIC_null  26,755.290  ---  8,307.625  5,623.174 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = Akaike Information Criterion. LLV_null and AIC_null show the 
results for the null model, i.e., the fit for the model without covariates. *, **, and *** indicate significance levels of 10%, 5%, and 1%. In column (4) the goodness-of-fit estimates 
in Panel D only compare the tail fit (as done in Chavez-Demoulin et al., 2016) and not the overall fit of the severity distribution as in Table 3. 
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Table 5 Risk Measurement (in US$ million) 
 No. of Observations VaR (90%) VaR (95%) VaR (99%) 
Company 1     
Log-normal 390 290.232 400.130 804.449 
Transformation kernel 390 192.671 224.540 290.480 
Dynamic POT 56% 1,579 20.696 54.981 479.597 
Empirical 390 19.513 43.969 373.899 
Company 2     
Log-normal 106 784.284 1,414.175 4,617.081 
Transformation kernel 106 142.700 180.170 242.740 
Dynamic POT 56% 1,579 93.403 257.709 2,572.252 
Empirical 106 73.300 264.790 2,868.344 
Note: The log-normal and transformation kernel values are simulated with one million random numbers. 

Note that we do not present the TVaR since the models fitted here are almost all infinite mean 

models (i.e., the shape parameter is greater than 1), which leads to very heavy-tailed models 

with extreme uncertainties for high quantile estimates (see, e.g., Chavez-Demoulin et al., 2016). 

Approaches to correct these uncertainties in infinite mean models are tapering or truncation 

from above (see, e.g., Kagan and Schoenberg, 2001). However, these models face the disad-

vantage that the outcomes highly depend on the mechanism used to adjust for the infinite mean 

model (see, e.g., Chavez-Demoulin et al., 2016). Another application that cannot be presented 

without such adjustments is the pricing of cyber insurance policies. 

4 Conclusions 
For the provision of insurance and the estimation of risk capitals, understanding the properties 

and behavior of cyber risk is vital. The results of this paper might thus offer insights for cyber 

risk management and the insurability of cyber risks. The findings are relevant for policymakers 

and regulators that need to develop sound policies for the treatment of this new, dynamic risk 

category. For the academic audience we present effective modeling approaches which go be-

yond the first modelling papers for this novel application area of risk management, but also 

note that today’s limitations present an abundance of opportunities for future research. 

For example, the identification strategy based on OpRisk data should not be interpreted as more 

than a first step towards a more thorough analysis of cyber risk. International organizations and 

reinsurance firms are now starting to set up cyber loss databases and it will be interesting to 

apply our techniques when these data pools reach sufficient size. Furthermore, the inclusion of 

further covariates could fine-grain our analysis. For instance, the operational risk literature sug-

gests further covariates (e.g., macro-environmental determinants, Cope, Piche, and Walter, 

2012). Moreover, our risk estimates are only a first indication of the true cyber risk, since rep-

utational risks are not incorporated. Other papers from the risk and insurance field could be 

used to estimate the reputational loss on top of the directly observable loss (see, e.g., Cannas, 

Masala, and Micocci, 2009, or Cummins, Lewis, and Wei, 2006) and linked with the results of 
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this paper. Finally, the fact that almost all estimated models in our analyses are infinite mean 

models limits the range of applications today (e.g., TVaR and insurance prices cannot be mean-

ingfully calculated). But it also illustrates where we stand today in the application of sparse 

cyber risk data and as such the generation of more data and profound analyses of cyber risk 

constitutes an important area of future work. 

References 
Aalberts, R. J., Hames, D. S., & Thistle, P. D. (2009) ‘Detours and frolics on the Internet: Employer liability and 

management control of cybertorts’, Journal of Business Research 62(12), 1335-1341. 
Arnold, T. B., and Emerson, J. W. (2011) ‘Nonparametric Goodness-of-Fit Tests for Discrete Null Distributions’, 

The R Journal 3(2), 34-39. 
Balkema, A. A., and de Haan, L. (1974) ‘Residual life time at great age’, Annual Probability 2, 792-804. 
Bank for International Settlements (BIS) (2006) ‘International Convergence of Capital Measurement and Capital 

Standards: A Revised Framework Comprehensive Version’, www.bis.org/publ/bcbs128.pdf, accessed 10 De-
cember 2013. 

Biener, C., Eling, M., and Wirfs, J. H. (2015) ‘Insurability of Cyber Risk – An Empirical Analysis’, The Geneva 
Papers on Risk and Insurance – Issues and Practice 40(1), 131-158. 

Biener, C., Eling, M., Matt, A., and Wirfs, J. H. (2015) ‘Cyber Risk: Risikomanagement und Versicherbarkeit’, 
I.VW Schriftenreihe, Band 54, St. Gallen. 

Bolancé, C., Guillen, M., and Nielsen, J. P. (2003) ‘Kernel density estimation of actuarial loss functions’, Insur-
ance: Mathematics and Economics 32, 19-36. 

Bolancé, C., Guillen, M., Pelican, E., and Vernic, R. (2008) ‘Skewed bivariate models and nonparameteric esti-
mation for the CTE risk measure’, Insurance: Mathematics and Economics 43, 386-393.  

Cannas, G., Masala, G., and Micocci, M. (2009) ‘Quantifying Reputational Effects for Publicly Traded Financial 
Institutions’, Journal of Financial Transformation 27, 76-81. 

Cebula, J. J. and Young, L. R. (2010) ‘A Taxonomy of Operational Cyber Security Risks’, Technical Note 
CMU/SEI-2010-TN-028, Software Engineering Institute, Carnegie Mellon University. 

CEIOPS (2009) ‘CEIOPS’ Advice for Level 2 Implementing Measures on Solvency II: SCR Standard Formula – 
Article 111 (f): Operational Risk. CEIOPS-DOC-45/09’, Frankfurt: Committee of European Insurance and 
Occupational Pensions Supervisors. 

Chapelle, A., Crama, Y., Huebner, G., and Peters, J.-P. (2008) ‘Practical methods for measuring and managing 
operational risk in the financial sector: a clinical study’, Journal of Banking and Finance 32(6), 1049-1061. 

Chavez-Demoulin, V., Embrechts, P., and Hofert, M. (2016) ‘An Extreme Value Approach for Modeling Opera-
tional Risk Losses Depending on Covariates’, Journal of Risk and Insurance 83(3), 735-776. 

Cope, E. W., Piche, M. T., and Walter, J. S. (2012) ‘Macroenvironmental determinants of operational loss sever-
ity’, Journal of Banking and Finance 36(5), 1362-1380. 

Cummins, J. D., Lewis, C. M., and Wei, R. (2006) ‘The Market Value Impact of Operational Loss Events for US 
Banks and Insurers’, Journal of Banking and Finance 30(10), 2605-2634. 

De Fontnouvelle, P., Dejesus-Rueff, V., Jordan, J. S., and Rosengren, E. S. (2006) ‘Capital and risk: New evidence 
on implications of large operational losses’, Journal of Money, Credit, and Banking 38(7), 1819-1846. 

Edwards, B., Hofmeyr, S., and Forrest, S. (2015) ‘Hype and Heavy Tails: A Closer Look at Data Breaches’, Work-
ing Paper, http://www.econinfosec.org/archive/weis2015/papers/WEIS_2015_edwards.pdf, accessed 08 Feb-
ruary 2016. 

Eisenstein, E. M. (2008) ‘Identity theft: An exploratory study with implications for marketers’, Journal of Business 
Research 61(11), 1160-1172. 

Eling, M. (2012) ‘Fitting insurance claims to skewed distributions: Are the skew-normal and skew-student good 
models?’, Insurance: Mathematics and Economics 51(2), 239-248. 

Eling, M., and Tibiletti, L. (2010) ‘Internal vs. external risk measures: How capital requirements differ in practice’, 
Operations Research Letters 38(5), 482-488. 

Eling, M., and Wirfs, J. H. (2016) ‘Cyber Risk: Too Big to Insure? – Risk Transfer Options for a Mercurial Risk 
Class’, I.VW Schriftenreihe, Band 59, St. Gallen. 

European Union (2016) ‘Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the processing of personal data and on the free move-
ment of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)’, http://eur-lex.eu-
ropa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN, accessed 24 June 2016. 



17 

 

Evans, M., Maglaras, L. A., He, Y., and Janicke, H. (2016) ‘Human Behaviour as an aspect of Cyber Security 
Assurance’, arXiv preprint arXiv:1601.03921. 

Felício, J. A., and Rodrigues, R. (2015) ‘Organizational factors and customers' motivation effect on insurance 
companies' performance’, Journal of Business Research 68(7), 1622-1629.  

Fosso Wamba, S. F., Gunasekaran, A., Akter, S., Ren, S. J. F., Dubey, R., and Childe, S. J. (2016) ‘Big data 
analytics and firm performance: Effects of dynamic capabilities’, Journal of Business Research, in press. 

Ganegoda, A., and Evans, J. (2013) ‘A scaling model for severity of operational losses using generalized additive 
models for location scale and shape (GAMLSS)’, Annals of Actuarial Science 7(1), 61-100. 

Gunasekaran, A., Papadopoulos, T., Dubey, R., Wamba, S. F., Childe, S. J., Hazen, B., and Akter, S. (2016) ‘Big 
data and predictive analytics for supply chain and organizational performance’, Journal of Business Research, 
in press. 

Hess, C. (2011) ‘The impact of the financial crisis on operational risk in the financial services industry: Empirical 
evidence’, Journal of Operational Risk 6(1), 23-35. 

Kagan, Y. Y., and Schoenberg, P. (2001) ‘Estimation of the Upper Cutoff Parameter for the Tapered Pareto Dis-
tribution’, Journal of Applied Probability 38, 158-175. 

Lehmann, E. L., and Romano, J. P. (2005) ‘Testing Statistical Hypotheses – Third Edition’, Springer Texts in 
Statistics, Springer. 

Maillart, T., and Sornette, D. (2010) ‘Heavy-tailed distribution of cyber-risks’, The European Physical Journal B 
75(3), 357-364. 

McNeil, A. J., Frey, R., and Embrechts, P. (2015) ‘Quantitative Risk Management: Concepts, Techniques, Tools 
– Revised Edition’, Princeton University Press. 

Moscadelli, M. (2004) ‘The modelling of operational risk: Experience with the analysis of the data collected by 
the Basel Committee’, Technical Report 517, Banca d’Italia. 

National Conference of State Legislative (NCSL) (2016) ‘Security Breach Notifications Laws’, 
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-
laws.aspx, accessed 06 June, 2016. 

Paluch, S., and Wünderlich, N. V. (2016) ‘Contrasting risk perceptions of technology-based service innovations 
in inter-organizational settings’, Journal of Business Research 69(7), 2424-2431. 

Pasiouras, F., and Gaganis, C. (2013) ‘Regulations and soundness of insurance firms: International evidence’, 
Journal of Business Research 66(5), 632-642. 

Pickands, J. (1975) ‘Statistical inference using extreme order statistics’, Annals of Statistics 3, 119-131. 
Ponemon Institute (2015) ‘2015 Cost of Cyber Crime Study: Global’, http://informationsecurity.report/Re-

sources/Whitepapers/5fe1dd7e-b46d-49f6-833a-d192cecb29e3_2015-cost-cyber-crime-study-global-pdf-10-
w-2093.pdf, accessed 03 February 2016. 

PwC (2015) ‘Insurance 2020 & beyond – Repeating the dividends of cyber resilience’, 
https://www.pwc.com/gx/en/insurance/publications/assets/reaping-dividends-cyber-resilience.pdf, accessed 
02 March, 2016. 

Rakes, T. R., Deane, J. K., and Rees, L. P. (2012) ‘IT security planning under uncertainty for high-impact events’, 
Omega – The International Journal of Management Science 40(1), 79-88. 

Scarrott, C., and MacDonald, A. (2012) ‘A Review of Extreme Value Threshold Estimation and Uncertainty Quan-
tification’, REVSTAT – Statistical Journal 10(1), 33-60. 

Sivarajah, U., Kamal, M. M., Irani, Z., and Weerakkody, V. (2016) ‘Critical analysis of Big Data challenges and 
analytical methods’, Journal of Business Research, in press. 

Tchakoute Tchuigoua, H. (2016) ‘Buffer capital in microfinance institutions’, Journal of Business Research 69(9), 
3523-3537. 

Villaseñor-Alva, J.A. and González-Estrada, E. (2009) ‘A bootstrap goodness of fit test for the generalized pareto 
distribution’, Computational Statistics and Data Analysis 53(11), 3835-3841. 

Wheatley, S., Maillart, T., and Sornette, D. (2016) ‘The extreme risk of personal data breaches and the erosion of 
privacy’, The European Physical Journal B 89(7), 1-12. 

 
  



18 

 

Supplemental Material for Online Publication Only 
Appendix A: Summary of Literature 

To our knowledge only three papers have modeled cyber risk with data. In Table A.1 we sum-

marize the results of these three papers and outline our contribution. Maillart and Sornette 

(2010) study statistical properties of data breaches between January 2000 and November 2008. 

Their descriptive and graphical analysis reveals two distinct phases for the breach frequency 

over time: (1) exponential growth up to about July 2006; and (2) a stable rate thereafter. For the 

breach size (severity), they find that it follows a heavy-tailed power-law distribution.25 Further-

more, they show that breach severity remained stable over time and does not depend either on 

the organization’s type (business, education, government, and medical) or on its size. However, 

they do find a size effect for the largest possible data breaches per event, which grow faster-

than-linearly with the company size. For the cumulative losses they could show a similar effect 

(faster-than-linear growth) with time. 

Edwards et al. (2015) analyze time trends for the size and frequency of data breaches caused 

by malice and by negligence. Their analysis of the complete sample shows that neither size nor 

frequency of breaches has increased between 2005 and 2015. Furthermore, they identify that 

the breach size is distributed log-normally26, and the frequency follows a negative binomial 

distribution. This result holds for malicious and for negligent breaches. They also show that 

malicious breaches are becoming smaller, but the size of negligent breaches remained constant 

from 2005 to 2015. For frequency they could not observe any time effects. 

Wheatley et al. (2016) extend Maillart and Sornette (2010) by enlarging the dataset and the 

analytical approach. Their focus is on the tail of the distribution (i.e., incidents in which more 

than 50,000 records were breached). They show that the frequency of large events is independ-

ent of time for the US, and increases over time for non-US firms. Furthermore, they show that 

the severity can be modelled by a GPD under which losses exhibit a maximal size (i.e., a shape 

parameter ξ ≤ 0) that is increasing sub-linearly with time. The analysis shows that the large 

breaches have grown larger (i.e., the tails became heavier) with time. Finally, their results indi-

cate that both frequency and severity increase with company size, and vary significantly by 

sector. 

                                                 
25  The GPD is the most often used representative of the broader class of power-law distributions. 
26  Building on this finding and the finding that company sizes are modelled similarly, Edwards et al. (2015) 

conclude that as firms grow, the amount of data they store grows proportionally, and thus the breach size 
increases accordingly. 
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Table A.1 Overview of the Existing Literature on Cyber Risk/Data Breach Modelling 
  Maillart and Sornette (2010) Edwards et al. (2015) Wheatley et al. (2016) Current Article 

D
at

a 
co

nt
rib

ut
io

n 

Type of data Data breaches Data breaches Data breaches Real cyber losses 
(data breaches as robustness test) 

Dataset Open Security Foundation’s Data-
LossDB 

Privacy Rights Clearinghouse 
(PRC) – Chronology of Data 
Breaches 

Combination of Open Security Foundation’s Data-
LossDB and PRC’s Chronology of Data Breaches 

• Cyber incidents extracted from the SAS 
Global OpRisk dataset  

• PRC’s Chronology of Data Breaches 
Number of ob-
servations 

956 2,234 6,422 1,579 (2,266 for PRC) 

Observation pe-
riod 

Jan. 1st, 2000 – Nov. 30th, 2008 Jan. 1st, 2005 – Feb. 23rd, 2015 Jan. 1st, 2000 – Apr. 16th, 2015 Jan. 1st, 1995 – Mar. 31st, 2014 
(Jan. 10th, 2005 – Dec. 15th, 2015 for PRC) 

Regional focus USA USA Mainly USA, with some non-US observations Global 

M
od

el
lin

g 
co

nt
rib

ut
io

n 

Methodology EVT Bayesian Generalized Linear 
Model 

Generalized Linear Model (GLM) for Poisson distri-
bution, EVT with POT, additive quantile regression 

GLM for Poisson and negative binomial dis-
tribution, EVT with POT + dynamic exten-
sion, single parametric distributions 

Modelling focus • Main: severity distribution 
• Minor: tail analysis, frequency 

(descriptive and graphically), 
and cumulative losses 

• Main: severity and frequency 
of whole distribution 

• Minor: analysis of tails 
(≥ 500,000 records) 

• Main: severity and cumulative losses of tail 
events (≥ 50,000 records) 

• Minor: frequency analysis 

• Main: severity and frequency of the 
whole distribution and tail events 

• Minor: nonlinear relationships, and in-
teraction effects 

Analyzed co-
variates 

• Time 
• Company size (employees) 
• Organization type (business, 

education, government, and 
medical) 

• Time 
• Breach type (malicious vs. 

negligent) 

• Time 
• Company size (market capitalization; analysis 

distribution comparison) 
• Industry sector (11 categories in a descriptive 

analysis) 

• Time 
• Incident-specific: cyber risk type, and 

contagion (two measures) 
• Company-specific: region, financial in-

dustry, and size (employees, total assets, 
and revenues) 

R
es

ul
ts

 c
on

tri
bu

tio
n 

Main results • Explosive growth in frequency 
until July 2006 and stable rate 
thereafter 

• Severity remained stable over 
time, and shows no effect for 
size and sector 

• Severity follows heavy-tailed 
power-law distribution 

• Faster-than-linear growth of 
cumulative losses with time 

• Faster-than-linear growth of 
largest data breaches with size 

• Neither size nor frequency 
dependent on time (for the 
whole and tail distribution) 

• Severity is log-normally dis-
tributed, frequency negative 
binomial 

• Company size is important 
for severity (positive relation) 

• Malicious breaches decreased 
in size over time 

• Frequency of large events independent of time 
for the US, but grows for non-US 

• Severity can be modelled by a GPD with shape 
ξ ≤ 0  maximal loss exists, and increases sub-
linearly by time; tails also become heavier over 
time 

• Both frequency and severity increase with firm 
size, and vary significantly by sector 

• Differentiation between “risks of daily 
life” and “extreme events” 

• Human behavior is the main driver of 
cyber risk 

• Cyber risks are very different from other 
risk categories and should be handled as 
an own risk class 

• Shape ξ ≥ 1, unbounded losses, with in-
finite moments, and independent of time 

• More detailed risk measure modeling 
possible across the different covariates 

• Covariate-specific results modelling 
available 
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Appendix B: Search and Identification Strategy 

To be categorized as a cyber risk incident, a loss event must meet three criteria: (1) a critical 

asset such as a company server or database needs to be affected, (2) a relevant actor (e.g., 

hackers, employees, system, nature) needs to be involved in causing the incident, and (3) a 

relevant outcome such as the loss of data or misuse of confidential data needs to be present (see 

Table B.1 for more information). For each category we defined a comprehensive set of key-

words, which we then systematically scanned for in the incident descriptions of our SAS 

OpRisk Global Data database (see Table B.2). The resulting dataset includes 1,579 cyber risk 

incidents, or about 5.9% of the total sample of operational risks. 

Table B.1 Data Search Strategy 
Step Description 
1.  For all three criteria – critical asset, actor, and outcome – we identify keywords that describe 

terms in the appropriate group 
2.  We searched the descriptions of each observation in our sample data for a combination of 

keywords, where each combination consisted of one word from each group (three-word com-
binations) 

3.  We checked all identified observations individually (reading each description) for their affili-
ation to cyber risk or non-cyber risk and if necessary excluded the incidents from the cyber 
risk term; while checking the observations we also decided in which of the cyber risk catego-
ries they fit best 

4.  For all observations that were not identified by one of our keyword combinations we checked 
randomly chosen incidents and included them if necessary; furthermore, if we could identify 
keyword combinations that we missed in the first round, we started all over at Step 2 with 
these new words 
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Table B.2 Keywords per Criterion 
Critical Asset Actor Actor (cont.) Outcome 
account (1) Actions by people (2) Systems and technical failure availability 
accounting system administrator defect available 
address deadline hardware breach 
code denial of service, DoS loading breakdown 
communication destruction malicious code confidential 
computer devastation software congestion 
computer system employee stress constrain 
confidential extortion system crash control 
confidential document forgot, forget, forgotten  delete 
consumer information hacker, hacked (3) Failed internal processes deletion 
data hacking unauthorized access disclosure 
disk human error  disorder 
document infect (4) External events disruption 
file infection blizzard disturbance 
hard-disk infiltrate earthquake encryption 
hard-drive infiltrated eruption espionage 
homepage key logger explosion failure 
info(rmation) lapse fire false 
information system logic bomb flood falsification 
internet site maintenance hail falsified 
names malware heat wave falsifying 
network manager hurricane incompatibility 
numbers manipulate lightning incompatible 
online banking miscommunication natural catastrophe incomplete 
payment system mistake outage integrity 
PC misuse pipe burst interruption 
personal information omission riot limit 
phone online attack smoke lose 
purchase information oversight storm loss 
record phish thunder lost 
reports phishing tornado malfunction 
server spam tsunami missing 
site Trojan typhoon modification 
social security number vandalism unrest modified 
stored information virus utilities modify 
tablet worm war overload 
trade secret  weather publication 
webpage  wind restrict 
website   sabotage 
   steal 
   stole 
   theft 

Note: We used regular expressions to ensure that different spellings were captured (e.g., “homepage” and “home page”). 
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Appendix C: Methodology 
Appendix CI: The General EVT Approach 

Fitting of Single Parametric Distributions 

As a first insight into the distributional properties we fit the data to single parametric distribu-

tions. For operational risk, literature suggests the use of other methodologies (mostly from ex-

treme value theory) to model these kind of losses, since simple distributions were found to 

provide no good fit for the extreme events in operational risk (e.g., Moscadelli, 2004). In Sec-

tion 3.1, we observed, however, that cyber losses are much smaller than operational losses. 

Thus, it might be that the simple parametric distributions provide a better fit for cyber risk than 

for operational risk. We fit parametric distributions (e.g., exponential, Gamma, log-normal, log-

logistic, GPD, and Weibull, see Giacometti et al., 2007) and also test the skew-normal and 

skew-student distributions, which have proved useful in recent actuarial literature (see, e.g., 

Eling, 2012). Furthermore, we include a non-parametric transformation kernel estimation (see 

Bolancé et al., 2003, 2008). The authors provide the implementation in R in Bolancé, Guillen, 

and Pitt (2014). 

Approaches from Extreme Value Theory (EVT) 

Methods from EVT have proven to be a good choice in operational risk modelling (see, e.g., 

McNeil, Frey, and Embrechts, 2015; Embrechts, Klüppelberg, and Mikosch, 2003; Reiss and 

Thomas, 2007). In this area the loss distribution approach (LDA) has become the most common 

model, where a loss frequency distribution and a loss severity distribution are fitted separately 

and then combined to an aggregated loss distribution (see, e.g., McNeil, Frey, and Embrechts, 

2015). In most of these models there are no closed-form formulas for the aggregates so that the 

aggregation is approximated by Monte Carlo simulation.27 To model the frequency and severity 

distributions we introduce a variety of approaches in the following sections. 

Loss Frequency Distribution 

The loss frequency distribution is commonly modeled as a homogeneous Poisson process. It is 

assumed that the mean number of events occurring in a fixed time interval is constant over time. 

In practice this could not be confirmed for operational risk (Giacometti et al., 2007). Thus, if it 

is assumed that the mean number of events in a given time period changes over time, non-

                                                 
27  In banking, this approach is applied on a yearly basis and for each business line. Then an aggregated loss 

distribution per business line is estimated. From those an overall annual loss distribution is estimated by a 
copula approach that enables to account for diversification effects between business lines (see, e.g., Gourier, 
Farkas, and Abbate, 2009). This final distribution is then used for the calculation of capital requirements. For 
an example in the industry we refer to Soprano et al. (2009) for UniCredit Group, or Aue and Kalkbrener 
(2006) for Deutsche Bank. 
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homogeneous Poisson processes are used (Giacometti et al., 2007). Those processes assume 

that the intensity parameter (which defines the average number of events) can be expressed by 

a mathematical function depending on time. Giacometti et al. (2007) assumes the intensity func-

tions to be log-normal or log-Weibull. We will describe this approach in greater detail in rela-

tion to the dynamic EVT approach. In the first step, we model the loss severity by a Poisson 

and a negative binomial distribution (see, e.g., Moscadelli, 2004). 

Loss Severity Distribution 

The loss severity distribution can be modeled by a simple parametric distribution (e.g., Pareto, 

log-normal; Giacometti et al., 2007). However, those approaches do not satisfactorily cover the 

extreme events of operational risk (Moscadelli, 2004). The peaks-over-threshold (POT) ap-

proach is then applied (Embrechts, Klüppelberg, and Mikosch, 2003), in which the extreme 

values (losses above a predefined threshold u) of the severity distribution are modeled sepa-

rately from the main body of the losses. The approach is based on the Balkema-de Haan-

Pickands theorem, which states that if the threshold u is chosen reasonably high, the distribution 

above the threshold can be modeled by a GPD (Pickands, 1975, and Balkema and de Haan, 

1974). The body is then fitted on one of the simple parametric distributions discussed before, 

such as exponential (Hess, 2011) or log-normal (Moscadelli, 2004). In our analysis we test 

different body models and apply them to different threshold values. Results are presented in 

Appendix DII. 

More Advanced Methods from EVT 

In literature, several limitations in the estimation of operational losses by the standard EVT 

approaches are discussed. Those in particular occur, if external data is used. Wilson (2007), for 

instance, has reviewed the biases inherent in external operational risk loss data and discusses 

potential correction techniques: 

• Reporting bias occurs when different thresholds are used to report losses (e.g., the SAS 

OpRisk Global data covers losses above US$ 100,000 only, potentially overestimating the 

true losses since it has been fitted only to losses higher than the threshold). One way to 

correct for reporting bias is proposed in De Fontnouvelle et al. (2006). 

• Control bias occurs because data is generated by institutions with different control mecha-

nisms. Some losses might be irrelevant for some firms, thus are not collected, but they might 

for others, which then cannot be used. We assume that this is not a serious problem for our 

dataset, since we look at publicly reported incidents. 
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• Scale bias occurs because data is generated by institutions of different sizes (i.e., the loss 

severity of firms in external databases depends on the size of the firm). This problem can be 

solved, for instance by adjusting the loss height depending on firm size and other covariates 

(e.g., business line, and event type; see Ganegoda and Evans, 2013). We will thus control 

for this bias in our dynamic EVT analysis; Appendix CII). 

Methodology for Comparison of Models 

To compare the different fitting approaches with each other, and identify the one that works 

best, we first apply goodness-of-fit tests that compare the fitted distributions with the empirical 

data (Kolmogorov-Smirnov- and Anderson-Darling-test). These tests are standard in the fitting 

of parametric distributions (Moscadelli, 2004). More tailored tests, in particular for the POT 

approach, are given in Davison (1984), and Reiss and Thomas (2007). Since most of the fitting 

algorithms are based on maximum likelihood estimation, we can also compare log-likelihood 

values and ground our analysis on the Akaike information criterion (AIC). 

 

Appendix CII: The Dynamic EVT Approach 

In Section 3.2 we identified the POT approach to provide better fit for the loss data compared 

to the single parametric distributions, which motivates the use of more advanced EVT models. 

Such an advanced model extends the POT approach by modeling the loss data depending on 

covariates. Chavez-Demoulin, Embrechts, and Hofert (2016) introduce the approach we use 

here and provide an application for operational loss data. Their approach extends that of Gane-

goda and Evans (2013) for both loss frequency and loss severity, and adds a time-dependence 

to their model.28 One of the advantages of this approach is that data can be pooled (i.e., data 

does not need to be separated into different groups such as business lines, for which the fitting 

of the distribution must be done separately to identify differences in the distributions across 

business lines), and by that sample size is not reduced. Furthermore, interactions among covari-

ates can be measured (e.g., an interaction between type of loss and change in frequency can be 

analyzed). If company size is included (Ganegoda and Evans, 2013) it controls for the scaling 

bias discussed in Appendix CI. In the extended POT model let θ ∊ IRp (e.g., p = 3 if the loss 

frequency is modelled by a Poisson distribution (one parameter λ) and the severity is modelled 

                                                 
28  Furthermore, they extend the approach such that parameters can be estimated with spline smoothing via penal-

ized maximum likelihood estimation, enabling an easy way to graphically illustrate nonlinear relationships 
between the parameter variable of the distribution and the explanatory variable (see, e.g., Haans et al., 2016). 
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by a GPD (two parameters ξ and β), i.e., θ = (λ, ξ, β)) be the EVT model parameter vector. This 

vector is described by the following formula: 

( ) ( ) ( )k k k kg f x h tθ = + , 

where k ∊ {1, …, p}, with a link function gk for the parameter θk, and function fk that maps the 

factor levels of covariate x to correspondingly many constants, and hk(t) is either a linear (par-

ametric) function or in most of the cases a smooth (non-parametric) function of time t. Chavez-

Demoulin, Embrechts, and Hofert (2016) implement this approach in the R packages mgcv and 

QRM. In their paper the authors restrict the analysis to the distribution of the loss excesses (i.e., 

the distribution of the losses above a threshold). However, the analyses in Table 3 show that 

the GPD provides the best fit for the single parametric functions, which is why we will – in a 

first step – apply the dynamic EVT approach to the whole loss range (i.e., no POT). This enables 

comparisons of the new findings with the results from Section 3.1. Afterwards, we apply the 

approach as it was done in Chavez-Demoulin, Embrechts, and Hofert (2016). If we can show 

that the excess distribution under the Chavez-Demoulin, Embrechts, and Hofert (2016) ap-

proach provides a better fit than the excess distribution under the normal POT approach, we 

can replace the modelling of the excess and end up with a better fit for the overall loss severity 

than presented in Table 3. In the latter model (POT approach for the loss severity), we also need 

an indicator for the excess frequency (i.e., the number of losses with a size that exceeds the 

threshold value). For our analysis it would be interesting to see which of the covariates also 

characterize an extreme loss. In practice this is modelled by a logistic regression (see Chavez-

Demoulin et al., 2016). 

For both severity models, we first identify the covariate combinations that best fit the data. We 

follow the approach of Chavez-Demoulin, Embrechts, and Hofert (2016) and use likelihood 

ratio tests. In their paper they sequentially incorporate each variable into the model, and deter-

mine the extent to which the model improves. Only if a covariate increases the overall fit of the 

model the variable is included in the final model setup. Thus, the covariate combinations pre-

sented in this paper describe the fit-optimal models. For the loss severity distribution, we in-

clude the covariates describing the shape parameter ξ of the GPD first (analogous to Chavez-

Demoulin, Embrechts, and Hofert, 2016). We do so because the shape parameter indicates the 

heaviness of the tail (the higher the parameter, the heavier the tail), which identifies distribu-

tional differences in tail behavior for different covariate combinations. After the identification 

of the optimal shape-model, we include the covariates for the scale parameter β. The estimation 

approach for the GPD’s scale parameter β requires an orthogonally transformed parameter (see 
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Chavez-Demoulin et al., 2016), such that the scale parameter cannot be directly connected to 

covariates. The transformation that is estimated in the algorithm is defined by 

( ) ( )( ) ( )( ), ln 1 , ,x t x t x tν ξ β= + ⋅ , 

with x being the covariates, and t the time covariate. Thus, the scale parameter is defined by 

( ) ( )( )
( )( )

exp ,
,

1 ,
x t

x t
x t

ν
β

ξ
=

+
, 

and by that already depends on covariates if the shape parameter does (see Chavez-Demoulin 

et al., 2016). Furthermore, direct effects of the covariates cease to be unambiguous. To account 

for this the relationships will be plotted (results are available upon request). 

Covariate Motivation 

• Time: For operational losses, Chavez-Demoulin, Embrechts, and Hofert (2016) observed 

changes in loss severity and loss frequency over time. Chavez-Demoulin, Embrechts, and 

Nešlehová (2006) find a significant relationship between loss frequency and time. In terms 

of cyber risks, Biener, Eling, and Wirfs (2015) observe just a few incidents before 2000 

followed by a continuous increase. For loss severity, mean losses have decreased. Maillart 

and Sornette (2010) indicate significant time-patterns in the loss frequency. We thus include 

time as one of the covariates into the analysis. 

• Company Size: The relationship between firm size and the loss severity is extensively dis-

cussed in the OpRisk literature. For instance, Shih et al. (2000), Cope and Labbi (2008), and 

Ganegoda and Evans (2013) find a positive correlation between size and loss amount. This 

phenomenon, also called “scale bias”, occurs when data is collected from institutions of dif-

ferent sizes. To account for this, we include size in the model. In general the larger the firm, 

the more sensitive the data that might be available and the higher the potential exposure. 

Moreover, the larger the company, the more complex the operations and the more frequent 

the mistakes and incidents. Biener, Eling, and Wirfs (2015) also observe differences in fre-

quency and mean losses for size categories. 

• Business Line/Industry: The relation between business lines and loss severity in operational 

losses has been analyzed by Dahen and Dionne (2010), Ganegoda and Evans (2013), and 

Chavez-Demoulin, Embrechts, and Hofert (2016). The results show significant differences 

for business lines in banking which is why we include it in our analysis. In contrast to the 

above studies we cover all industries, not just banking. We thus differentiate firms from the 
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financial industry from firms in other industries (nonfinancial industry). We observe essen-

tial differences for this covariate in cyber losses with most incidents occurring in the finan-

cial industry group. 

• Event Type/Cyber Risk Type: Dahen and Dionne (2010) and Ganegoda and Evans (2013) 

incorporate the event category for operational losses coming from the Basel regulations. As 

before for business lines, this was modelled specifically for the banking industry. We can 

adjust this to the cyber risk event types discussed in Cebula and Young (2010). In our de-

scriptive analysis we identified most of the incidents fall into the category “actions of peo-

ple” and showed that human behavior is the main source of cyber risk. The mean losses per 

category, however, are very similar. 

• Geographical Region: To the best of our knowledge, we are the first to differentiate by a 

geographical covariate. We believe that for cyber risk it is essential, since regulatory/legal 

responsibilities vary around the world and that self-protection standards might be different 

or be regulated differently. In Section 3.1 we show that Northern American companies ex-

perience more than twice as many cyber risk incidents as European firms, however, for loss 

severity they show one of the smallest mean losses. We thus incorporate this covariate into 

our analysis. 

• For potential further macro-environmental determinants, see Cope, Piche, and Walter (2012) 

(e.g., executive power, prevalence of insider trading, shareholder protection laws, re-

strictions on banking activity, supervisory power, per capita activity, and a government in-

dex). Interesting variables for the analysis of cyber risk could also be contagion variables. 
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Appendix D: Further Data Analyses 
Appendix DI: Further Information on the Data Sample 

In addition to the descriptive statistics in Section 3.1, we provide some information on the da-

taset, which underlines the heavy-tailedness of the data and justifies the modelling approaches 

from extreme value theory (EVT). We first analyze the effect of company size on the frequency 

and severity of losses. In Panel G of Table 1 we measured size by the number of employees. In 

Table DI.1 we consider two alternative size measures: total assets and revenues. If firm size 

increases, so do the mean losses and tail measures for Panels A, C, and D. Median losses behave 

differently: for the total assets measure in cyber risk we observe a decrease, while we see an 

inverted U-shaped pattern for the measures in the non-cyber risk category. For the revenues 

measure in cyber risk we find the inverted U-shaped pattern in all three measures. The obser-

vation of U-shaped patterns for the size measure number of employees from Table 1 therefore 

cannot be confirmed when alternative measures are considered.29 

Table DI.1 Comparison of Cyber Risk and Non-cyber Risk Losses for Different Size Measures 
 N Mean Std. dev. Median Skewness Kurtosis Tail risk 
Panel A: Company size of cyber risk by total assets 
Small 502 35.68 248.04 1.76 16.37 309.07 5.606 
Medium 501 43.89 272.71 1.44 10.87 128.40 7.204 
Large 502 49.76 658.28 1.30 21.50 471.15 10.513 
NA 74 51.21 152.52 4.37 4.62 23.36 2.362 
Panel B: Company size of cyber risk by revenues 
Small 512 33.28 245.62 1.46 16.56 315.84 6.384 
Medium 511 51.38 660.45 1.53 21.06 457.32 8.751 
Large 511 43.56 250.20 1.45 10.90 139.35 6.905 
NA 45 69.24 186.65 5.28 3.70 14.23 2.045 
Panel C: Company size of non-cyber risk by total assets 
Small 7,115 41.95 372.69 4.29 51.91 3,435.44 4.217 
Medium 7,121 119.82 1,157.29 6.73 30.17 1,058.33 4.797 
Large 7,109 157.66 1,759.02 4.35 40.09 1,991.08 6.152 
NA 3,617 51.59 435.95 5.38 35.40 1,633.04 5.443 
Panel D: Company size of non-cyber risk by revenues 
Small 7,445 38.45 229.05 3.52 19.68 532.91 4.320 
Medium 7,448 111.19 1,159.47 6.65 30.13 1,039.36 5.320 
Large 7,440 164.68 1,726.26 5.99 40.53 2,050.41 5.541 
NA 2,629 45.48 487.78 5.30 34.62 1,437.82 6.610 

 

  

                                                 
29  The results are robust with regard to the size categorization. We estimated the values for a separation into small 

(less than 100), medium (less than 1,000) and large (more than 1,000 employees) and find no distinct loss 
pattern with respect to the size variable. In addition, we analyzed a size categorization defined by the European 
Commission (2016), who define companies to be small (less than 50), medium (less than 250), and large (more 
than 250 employees) and arrive at similar results. 
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Figure DI.1 Visualization of Original Cyber Risk (left) and Non-cyber Risk Losses (right) 

  

  

The histograms in Figure DI.1 illustrate that both datasets exhibit many small but few extreme 

losses. The Q-Q plots show that the distributions for cyber risk and non-cyber risk are by far 

not normally distributed. We also analyze histograms and Q-Q plots for the logarithmic (ln) 

losses in both risk categories. The histograms (see Figure DI.2) indicate that cyber losses seem 

to have relatively more very small losses compared to non-cyber risks. Furthermore, the graph-

ical inspection illustrates the heavy tails of both the distributions. The Q-Q plots, however, 

indicate that logarithmic non-cyber risk losses seem to be closer to a normal distribution than 

the original cyber losses. 
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Figure DI.2 Visualization of Logarithmic Cyber Risk (left) and Non-cyber Risk Losses 

(right) 

  

  

In Table DI.2 we present the descriptive statistics for the log-transformed data. Those results 

underline the findings from Figure DI.2 and show that the logarithmic non-cyber risk data is 

not as heavy-tailed as the cyber risk data. 

Table DI.2 Descriptive Statistics for Logarithmic Data 
 N Mean Std. dev. Median Skewness Kurtosis Min. Max. Tail risk 
Cyber risks 1,579 0.76 2.06 0.43 0.79 0.39 -2.30 9.59 1.2667 
Non-cyber risks 24,962 1.79 2.16 1.63 0.38 -0.09 -2.30 11.49 1.1788 

Note: Tail risk is defined as the ratio of the Tail Value at Risk to the Value at Risk, both estimated by the empirical 
data and for the same level (95%). The measure thus describes the extent to which the TVaR captures the tail risk 
that is not gauged by the VaR. 

With a skewness parameter of 0.38 and a kurtosis parameter of -0.09 the non-cyber losses show 

significant lower skewness and kurtosis than the log-transformed cyber risk losses. In addition, 

the log-transformed non-cyber losses are closer to normal (platykurtic) kurtosis than the lepto-

kuritc behavior that seems to be present in the cyber losses. These results thus provide evidence 

that cyber and non-cyber losses are structurally different. However, both distributions exhibit 

heavy tails and thus motivate an analysis using EVT. 
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Finally, we compare the descriptive statistics of our cyber risk data sample to other risk cate-

gories and compare their results (see Table DI.3). The four data samples we use are from stand-

ard actuarial R packages and have been analyzed by Eling and Wirfs (2016). The results show 

that cyber risk is somewhere between those losses and the general OpRisk losses shown previ-

ously. With a skewness parameter of 27.12 and a kurtosis of 873.33, it is significantly heavier 

tailed and more skewed than the property datasets P1 and P2 and the liability data L1 and L2. 

Table DI.3 Comparison of Cyber Risk with Other Risk Categories 
 N Mean Std. dev. Median Skewness Kurtosis Tail risk 
Panel A: Original losses 
Cyber risk 1,579 43.49 426.36 1.53 27.12 873.33 7.265 
OpRisk 24,962 98.52 1,154.39 5.09 49.95 3,388.68 5.765 
Danish Fire (P1) 2,167 3.39 8.51 1.78 18.74 482.20 2.415 
French Business Interruption (P2) 2,387 388.80 1,119.33 142.30 17.15 417.35 2.202 
US indemnity (L1) 1,500 41.21 102.75 12.00 9.15 141.98 2.194 
Swedish motor insurance (TPL) (L2) 1,797 312.10 1,113.33 43.36 8.29 89.78 2.803 
Panel B: Log-transformed losses 
Cyber risk 1,579 0.76 2.06 0.43 0.79 0.39 1.267 
OpRisk 24,962 1.79 2.16 1.63 0.38 -0.09 1.180 
Danish Fire (P1) 2,167 0.79 0.72 0.58 1.76 4.18 1.270 
French Business Interruption (P2) 2,387 5.08 1.21 4.96 0.54 0.02 1.077 
US indemnity (L1) 1,500 2.47 1.64 2.49 -0.15 0.32 1.125 
Swedish motor insurance (TPL) (L2) 1,797 3.77 1.98 3.78 0.16 -0.17 1.110 

 

We also evaluated the non-parametric Mann-Whitney-Wilcoxon Test (Wilcoxon rank sum 

test), comparing the cyber loss data with the other four samples (P1, P2, L1, and L2). The results 

show that cyber risk and the classical risk categories come from different populations; in each 

case the null hypothesis that the location of cyber risk and non-cyber risk are equal is rejected 

at the 1% significance level. 
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Appendix DII: Detailed Analyses for the POT-Approach 

Analysis of Different Body Distributions 

In the following, we analyze the impact of different body distributions on the overall fit of the 

POT approach. We assume the single-parametric distributions from Section 3.2 for the different 

bodies and present the result in Table DII.1. 

Table DII.1 POT Approach for Different Body Distributions 
Threshold Body Distribution Log-likelihood AIC  
Panel A: Cyber risk (N = 1,579) 
90% Exponential -4,931.74 9,869.47  
 Gamma -4,722.73 9,453.46  
 GPD -4,547.08 9,102.17  
 Log-normal -4,529.26 9,066.53  
 Weibull -4,657.31 9,322.31  
 Skew-normal -6,679.16 13,368.32  
80% Exponential -4,655.06 9,316.11  
 Gamma -4,624.25 9,256.51  
 GPD -4,547.57 9,103.14  
 Log-normal -4,510.16 9,028.32  
 Weibull -4,603.38 9,214.77  
 Skew-normal -5,530.25 11,070.51  
56% Exponential -4,541.47 9,088.95  
 Gamma -4,525.45 9,058.90  
 GPD -4,541.35 9,090.70  
 Log-normal -4,485.76 8,979.5  
 Weibull -4,532.43 9,072.85  
 Skew-normal -4,678.16 9,366.32  
Panel B: Non-cyber risk (N = 24,962) 
90% Exponential -105,665.70 211,337.40  
 Gamma -101,201.00 202,410.10  
 GPD -99,182.28 198,372.60  
 Log-normal -99,074.40 198,156.80  
 Weibull -100,673.60 200,673.60  
 Skew-normal -131,315.96 262,641.90  
80% Exponential -101,559.50 203,125.10  
 Gamma -100,255.70 200,519.50  
 GPD -99,188.03 198,384.10  
 Log-normal -98,998.47 198,004.90  
 Weibull -99,821.73 199,651.50  
 Skew-normal -101,753.41 203,516.80  

As we can see from the log-likelihood value and the AIC, the POT approach with the log-

normal distribution as body provides the best fit in both data subsamples. This confirms the 

results from Table 3. 

  



33 

 

Appendix DIII: Nonlinear Relationships in the Dynamic EVT 

Haans et al. (2016) provide guidelines for the analysis of nonlinear (in particular U- and inverted 

U-shaped) relationships in strategic research. The first step should be an analysis with smooth-

ing splines that model nonlinearity semi- or non-parametrically. Only if there is suspicion of a 

nonlinear behavior should the integration of higher-order terms in the model be done. We use 

the spline smoothing approach of Chavez-Demoulin et al. (2016) and plot the relationship be-

tween the parameters and the different covariates first. In the second step we incorporate higher-

order terms in the models and determine the effective nonlinear relationship. 

 

Nonlinearity Analysis in the Loss Frequency with respect to Time 

In the linear analysis of time in Table 4, we observe that the frequency parameter λ increases 

with time. This is not in line with the descriptive findings of Section 3.1, where we found a 

significant increase until about May 2009, followed by a decrease. The results for the smoothing 

splines analysis for time are presented in Figure DIII.1. 

Figure DIII.1 Visualization of the Nonlinearity in the Loss Frequency for Time 

 
Note: This dependence is presented for a company from the financial industry in North America, with an average 
number of employees, for an incident from the “actions of people” category with no contagion A or B. 
 

The graphical illustration confirms the nonlinear effect observed in the descriptive analysis. 

However, the steep drop after 2008 (not completely consistent with the descriptive analysis in 

which we identified May 2009 as the peak) probably can be explained by the forced functional 

relationship in here. Note again, the results are in contrast to the findings in Edwards et al. 

(2015), who show that the loss frequency has not increased over time. However, it is in line 

with the findings of Maillart and Sornette (2010) who note an explosive growth in the first 
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observation years, although our growth is not faster-than-exponential. The analysis with higher 

degree variables (Table DIII.1) confirms a higher-order relationship (degree 4+). 

Table DIII.1 Nonlinearity Analysis in the Loss Frequency for Time 
 Model of Degree 2  Model of Degree 3  Model of Degree 4 

Time 0.266 
(0.0124) 

***  0.311 
(0.0141) 

***  0.335 
(0.0186) 

*** 

Time^2 -0.035 
(0.0017) 

***  -0.024 
(0.0021) 

***  -0.032 
(0.0041) 

*** 

Time^3 ---   -0.002 
(0.0003) 

***  -0.002 
(0.0004) 

*** 

Time^4 ---   ---   0.001 
(< 0.0001) 

** 

Note: All other variables are included as before in model (1) of Table 4 in the main part of this paper. The numbers 
in parentheses represent standard errors of the coefficients. *, **, ***, indicate significance levels of 10%, 5%, 
and 1%, respectively. 
 

Nonlinearity Analysis in the Loss Severity with respect to Time 

The graphical illustration (Figure DIII.2) for the nonlinearity analysis for time in the loss se-

verity shows a cubic relationship between the shape parameter and time for the 0%-threshold 

model. After 2005, the development is contrary to the one of the loss frequency. In the second 

severity model, there is no observable nonlinear effect. 

Figure DIII.2 Visualization of the Nonlinearity in the Loss Severity for Time 

  
(a) Shape parameter in the 

0%-threshold model 
(b) Shape parameter in the 

56%-threshold model 
Note: This dependence is presented for a company from the financial industry with median total assets, for an 
incident from the “actions of people” category with no contagion A or B. 
 

The analysis of higher-order terms (see Table DIII.2) also underlines the approximate cubic 

relationship between the shape parameter and time in the 0%-threshold model (note that for 

degree 4 the last coefficient is almost zero). 
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Table DIII.2 Nonlinearity Analysis in the Loss Severity for Time 
 Model of Degree 2  Model of Degree 3  Model of Degree 4 

Time -0.008 
(0.0102) 

  -0.086 
(0.0171) 

***  0.149 
(0.0241) 

*** 

Time^2 0.010 
(0.0020) 

***  0.025 
(0.0037) 

***  0.014 
(0.0044) 

*** 

Time^3 ---   0.003 
(0.0004) 

***  0.006 
(0.0010) 

*** 

Time^4 ---   ---   0.000 
(0.0001) 

*** 

Note: All other variables are included as before in the 0%-threshold model of Table 4. The numbers in parentheses 
represent standard errors of the coefficients. *, **, ***, indicate significance levels of 10%, 5%, and 1%, respec-
tively. 
 

Nonlinearity Analysis in the Loss Frequency with respect to Company Size 

The plots of the smoothing spline-fitted models show inverted U-shape relationships, in partic-

ular for the size measures number of employees and revenues (see Figure DIII.3). The results 

for the Poisson GLM with the second and third power-term confirm the nonlinear effect (see 

Table DIII.3). However, robustness checks (winsorizing our data at the upper 1%) show that 

the results were significantly driven by extreme values in the size covariate (Figure DIII.3 and 

Table DIII.3). By that we conclude that there are no nonlinear relationships between size and 

the loss frequency parameter. 

Table DIII.3 Nonlinearity Analysis in the Loss Frequency for Company Size 
Model  Original Data  Winsorization of Upper 1% 
Number of Em-
ployees (1) 

Size 0.002 
(0.0003) 

***  
 

No 
convergence 

 0.002 
(0.0007) 

** 0.002 
(0.0007) 

** 

 Size^2 -0.000 
(< 0.0001) 

***  -0.000 
(< 0.0001) 

 -0.000 
(< 0.0001) 

 

 Size^3 --- 
 

  ---  -0.000 
(< 0.0001) 

 

           
Total Assets (2) Size 0.544 

(0.0786) 
*** 0.495 

(0.1140) 
***  0.536 

(0.0947) 
*** 0.424 

(0.1325) 
*** 

 Size^2 -0.078 
(0.0419) 

* 0.006 
(0.1478) 

  -0.068 
(0.0599) 

 0.211 
(0.2389) 

 

 Size^3 ---  -0.024 
(0.0413) 

  ---  -0.107 
(0.0886) 

 

           
Revenues (3) Size 5.382 

(0.7387) 
*** 8.792 

(1.0412) 
***  8.274 

(1.5121) 
*** 8.987 

(1.7685) 
*** 

 Size^2 -8.327 
(2.5423) 

*** -44.729 
(9.4135) 

***  -26.491 
(18.8614) 

 -73.117 
(62.9878) 

 

 Size^3 ---  42.417 
(10.4903) 

***  ---  354.625 
(455.9159) 

 

Note: All other variables are included as before in model (1) of Table 4 in the main part of this paper. The numbers 
in parentheses represent standard errors of the coefficients. *, **, ***, indicate significance levels of 10%, 5%, 
and 1%, respectively. 
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Figure DIII.3 Visualization of the Nonlinearity in the Loss Frequency for Company Size 
 Original Data Winsorization of Upper 1% 
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Note: This dependence is presented for a company from the financial industry in North America in 2009, for an 
incident from the “actions of people” category with no contagion A or B. 
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Nonlinearity Analysis in the Loss Severity with respect to Company Size 

We also test for nonlinear relationships between company size and the two severity distribution 

models (0%-threshold and 56%-threshold models). The results (graphical illustrations not 

shown here and Table DIII.4) show a linear relationship. 

Table DIII.4 Nonlinearity Analysis in the Loss Severity for Company Size 
Model  Original Data  Winsorization of Upper 1% 
Panel A: 0%-threshold model 
Number of Em-
ployees 

Size -0.001 
(0.0004) 

* -0.001 
(0.0004) 

***  -0.001 
(0.0009) 

 -0.001 
(0.0009) 

 

 Size^2 0.000 
(< 0.0001) 

** 0.000 
(< 0.0001) 

***  0.000 
(< 0.0001) 

 0.000 
(< 0.0001) 

 

 Size^3 ---  -0.000 
(< 0.0001) 

***  ---  0.000 
(< 0.0001) 

 

Panel B: 56%-threshold model 
Number of Em-
ployees 

Size 0.002 
(0.0008) 

** -0.001 
(0.0011) 

  0.003 
(0.0010) 

*** 0.003 
(0.0010) 

*** 

 Size^2 -0.000 
(< 0.0001) 

*** 0.000 
(< 0.0001) 

***  -0.000 
(< 0.0001) 

 -0.000 
(< 0.0001) 

 

 Size^3 ---  -0.000 
(< 0.0001) 

***  ---  0.000 
(< 0.0001) 

 

Note: All other variables are included as before in the 0%-/56%-threshold model of Table 4. The numbers in 
parentheses represent standard errors of the coefficients. *, **, ***, indicate significance levels of 10%, 5%, and 
1%, respectively. 
 

Further Nonlinearity Analyses 

In addition to the nonlinear analyses with the continuous size variables (No. of Employees, 

Total Assets, and Revenues) we test a second formulation of the size variables (see Tables 

DIII.5 – DIII.7). The analysis of three size categories underlines the results for the continuous 

variables. 
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Table DIII.5 Nonlinearity Analysis of Size-Variable Measured by Number of Employees 
Variable  Frequency 

Poisson GLM 
 Logistic regression 

(threshold 56%) 
 Severity 

(threshold 0%) 
 Severity 

(threshold 56%) 
  λ    Shape ξ Transf. Scale  Shape ξ Transf. Scale 
Panel A: Cyber incident specific covariates 
Subcategories Systems and technical 

failures 
-1.736 

(0.0761) 
***  0.662 

(0.1672) 
***  1.008 

(0.1449) 
*** 0.281 

(0.6895) 
  ---  0.752 

(0.5347) 
 

 Failed internal processes -2.395 
(0.1019) 

***  0.205 
(0.2186) 

  0.085 
(0.1689) 

 0.046 
(0.7384) 

  ---  0.088 
(0.8212) 

 

 External events -3.042 
(0.1380) 

***  0.546 
(0.3180) 

*  0.598 
(0.2463) 

** 0.389 
(1.1807) 

  ---  0.254 
(0.9925) 

 

Contagion A Multiple firms affected -1.420 
(0.0649) 

***  0.188 
(0.1403) 

  -0.442 
(0.0923) 

*** ---   ---  ---  

Contagion B Multiple losses caused -2.216 
(0.0863) 

***  0.813 
(0.1933) 

***  0.547 
(0.1566) 

*** 1.217 
(0.7483) 

  ---  1.262 
(0.5868) 

** 

Panel B: Company specific covariates 
Region of Domicile Africa -3.542 

(0.2115) 
***  0.820 

(0.4498) 
*  -0.035 

(0.2861) 
 ---   0.734 

(0.5686) 
 ---  

 Asia -1.196 
(0.0737) 

***  -0.002 
(0.1625) 

  0.336 
(0.1194) 

*** ---   0.889 
(0.2138) 

*** ---  

 Europe -0.729 
(0.0622) 

***  0.353 
(0.1378) 

**  0.089 
(0.1000) 

 ---   0.503 
(0.1672) 

*** ---  

 Other -2.360 
(0.1208) 

***  0.431 
(0.2608) 

*  0.246 
(0.2057) 

 ---   -0.319 
(0.2595) 

 ---  

Industry Financial 1.206 
(0.0610) 

***  -1.150 
(0.1379) 

***  -0.110 
(0.1025) 

 -1.265 
(0.4769) 

***  -0.526 
(0.1444) 

*** -0.562 
(0.4687) 

** 

Company size Medium -0.004 
(0.0629) 

  -0.159 
(0.1398) 

  -0.370 
(0.1014) 

*** -0.003 
(0.4537) 

  -0.048 
(0.1550) 

 ---  

 Large -0.002 
(0.0629) 

  -0.022 
(0.1421) 

  -0.171 
(0.1028) 

* 0.184 
(0.4513) 

  0.408 
(0.1695) 

** ---  

Panel C: Time + Intercept 
Time Years (continuous) 0.111 

(0.0050) 
***  -0.110 

(0.0171) 
***  -0.015 

(0.0115) 
 -0.112 

(0.0567) 
**  ---  ---  

Intercept  -0.726 
(0.0969) 

***  1.767 
(0.2687) 

***  1.824 
(0.1896) 

*** 3.213 
(0.8854) 

***  1.219 
(0.1495) 

*** 2.741 
(0.4411) 

*** 

Panel D: Model fit 
LLV  -2,609.512  ---  -4,031.474  -2,765.588 
LLV_null  -5,532.381  ---  -4,151.807  -2,809.587 
AIC  5,247.024  ---  8,108.949  5,559.175 
AIC_null  11,066.760  ---  8,307.625  5,623.174 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = Akaike Information Criterion. *, **, ***, indicate significance levels 
of 10%, 5%, and 1%, respectively.  
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Table DIII.6 Nonlinearity Analysis of Size-Variable Measured by Total Assets 
Variable  Frequency 

Poisson GLM 
 Logistic regression 

(threshold 56%) 
 Severity 

(threshold 0%) 
 Severity 

(threshold 56%) 
  λ    Shape ξ Transf. Scale  Shape ξ Transf. Scale 
Panel A: Cyber incident specific covariates 
Subcategories Systems and technical 

failures 
-1.738 

(0.0763) 
***  0.700 

(0.1692) 
***  1.011 

(0.1235) 
*** 0.292 

(0.7018) 
  ---  0.769 

(0.5685) 
 

 Failed internal processes -2.431 
(0.1038) 

***  0.198 
(0.2246) 

  0.031 
(0.1490) 

 0.060 
(0.7509) 

  ---  0.190 
(0.8692) 

 

 External events -3.057 
(0.1392) 

***  0.535 
(0.3199) 

*  0.600 
(0.2143) 

*** 0.277 
(1.2083) 

  ---  0.310 
(1.0424) 

 

Contagion A Multiple firms affected -1.441 
(0.0655) 

***  0.143 
(0.1427) 

  -0.450 
(0.0798) 

*** ---   ---  ---  

Contagion B Multiple losses caused -2.208 
(0.0863) 

***  0.847 
(0.1948) 

***  0.432 
(0.1313) 

*** 1.265 
(0.7290) 

*  ---  1.246 
(0.6035) 

** 

Panel B: Company specific covariates 
Region of Domicile Africa -3.467 

(0.2073) 
***  0.458 

(0.4465) 
  -0.041 

(0.2510) 
 ---   0.808 

(0.1033) 
** ---  

 Asia -1.128 
(0.0729) 

***  0.093 
(0.1612) 

  0.247 
(0.1000) 

** ---   0.911 
(0.1518) 

*** ---  

 Europe -0.687 
(0.0623) 

***  0.372 
(0.1405) 

***  0.059 
(0.0829) 

 ---   0.478 
(0.1208) 

*** ---  

 Other -2.314 
(0.1202) 

***  0.397 
(0.2559) 

  0.142 
(0.1736) 

 ---   -0.273 
(0.1927) 

 ---  

Industry Financial 1.239 
(0.0618) 

***  -1.199 
(0.1499) 

***  -0.101 
(0.0889) 

 -1.257 
(0.4841) 

***  -0.770 
(0.1107) 

*** -0.491 
(0.5290) 

 

Company size Medium -0.002 
(0.0613) 

  -0.239 
(0.1403) 

*  ---  ---   0.024 
(0.1106) 

 0.368 
(0.5147) 

 

 Large 0.000 
(0.0631) 

  -0.031 
(0.1531) 

  ---  ---   0.536 
(0.1334) 

*** 0.055 
(0.5803) 

 

Panel C: Time + Intercept 
Time Years (continuous) 0.109 

(0.0050) 
***  -0.123 

(0.0169) 
***  -0.010 

(0.0097) 
 -0.115 

(0.0550) 
**  ---  ---  

Intercept  -0.750 
(0.0974) 

***  -1.971 
(0.2701) 

***  1.593 
(0.1519) 

*** 3.319 
(0.8353) 

***  1.314 
(0.1033) 

*** 2.513 
(0.5176) 

*** 

Panel D: Model fit 
LLV  -2,656.480  ---  -3,999.912  -2,742.663 
LLV_null  -5,550.985  ---  -4,122.043  -2,790.277 
AIC  5,340.961  ---  8,037.824  5,517.327 
AIC_null  11,103.970  ---  8,248.086  5,584.555 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = Akaike Information Criterion. *, **, ***, indicate significance levels 
of 10%, 5%, and 1%, respectively.  
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Table DIII.7 Nonlinearity Analysis of Size-Variable Measured by Revenues 
Variable  Frequency 

Poisson GLM 
 Logistic regression 

(threshold 56%) 
 Severity 

(threshold 0%) 
 Severity 

(threshold 56%) 
  λ    Shape ξ Transf. Scale  Shape ξ Transf. Scale 
Panel A: Cyber incident specific covariates 
Subcategories Systems and technical 

failures 
-1.728 

(0.0754) 
***  0.652 

(0.1669) 
***  0.992 

(0.1186) 
*** 0.268 

(0.6880) 
  ---  0.826 

(0.5365) 
 

 Failed internal processes -2.388 
(0.1010) 

***  0.199 
(0.2172) 

  0.140 
(0.1374) 

 0.038 
(0.7425) 

  ---  0.142 
(0.8122) 

 

 External events -3.053 
(0.1380) 

***  0.513 
(0.3183) 

  0.581 
(0.2074) 

*** 0.361 
(1.1783) 

  ---  0.286 
(0.9920) 

 

Contagion A Multiple firms affected -1.431 
(0.0647) 

***  0.183 
(0.1399) 

  -0.427 
(0.0770) 

*** ---   ---  ---  

Contagion B Multiple losses caused -2.200 
(0.0852) 

***  0.800 
(0.1910) 

***  0.413 
(0.1265) 

*** 1.248 
(0.7247) 

*  ---  1.240 
(0.5791) 

** 

Panel B: Company specific covariates 
Region of Domicile Africa -3.550 

(0.2115) 
***  0.561 

(0.4503) 
  -0.730 

(0.2139) 
*** ---   -0.378 

(0.4226) 
 ---  

 Asia -1.176 
(0.0728) 

***  0.020 
(0.1612) 

  0.258 
(0.0984) 

*** ---   0.924 
(0.1819) 

*** ---  

 Europe -0.727 
(0.0619) 

***  0.342 
(0.1368) 

**  0.086 
(0.0818) 

 ---   0.537 
(0.1415) 

*** ---  

 Other -2.355 
(0.1200) 

***  0.361 
(0.2555) 

  0.122 
(0.1685) 

 ---   -0.351 
(0.2258) 

 ---  

Industry Financial 1.208 
(0.0607) 

***  -1.163 
(0.1380) 

***  -0.126 
(0.0847) 

 -1.251 
(0.4758) 

***  -0.534 
(0.1240) 

*** -0.543 
(0.4651) 

 

Company size Medium -0.002 
(0.0625) 

  -0.060 
(0.1386) 

  -0.125 
(0.0847) 

 ---   0.012 
(0.1338) 

 ---  

 Large -0.002 
(0.0625) 

  0.052 
(0.1452) 

  -0.096 
(0.0860) 

 ---   0.254 
(0.1441) 

* ---  

Panel C: Time + Intercept 
Time Years (continuous) 0.107 

(0.0049) 
***  -0.114 

(0.0168) 
***  -0.003 

(0.0009) 
 -0.110 

(0.0545) 
**  ---  ---  

Intercept  -0.667 
(0.0958) 

***  1.773 
(0.2640) 

***  1.598 
(0.1508) 

*** 3.247 
(0.8127) 

***  1.251 
(0.1320) 

*** 2.693 
(0.4385) 

*** 

Panel D: Model fit 
LLV  -2,664.016  ---  -4,084.397  -2,804.977 
LLV_null  -5,603.271  ---  -4,208.777  -2,849.897 
AIC  5,356.033  ---  8,210.795  5,623.174 
AIC_null  11,208.540  ---  8,421.554  5,703.794 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = Akaike Information Criterion. *, **, ***, indicate significance levels 
of 10%, 5%, and 1%, respectively. 
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Appendix DIV: Analyses with Different Datasets 

Data Sample 

In this test we consider an alternative dataset connected with cyber risk, the “Chronology of 

Data Breaches” from Privacy Rights Clearinghouse (PRC) which has been used in Edwards et 

al. (2015). The goal of the PRC is to engage, educate, and empower individuals to protect their 

privacy (PRC, 2016). Its dataset, which is regularly updated, can be downloaded from the PRC 

website. The data sample we use here consists of data breaches in the United States between 

January 10, 2005 and December 15, 2015. We follow Edwards et al. (2015) in erasing all ob-

servations under which no record was breached; receiving a sample of 2,266 observations. The 

data contains only the number of records affected from data breach and not financial losses. To 

account for this, we will analyze the dataset in two ways: (1) we apply our approaches from the 

main part to the original dataset (i.e., the number of records breached); and (2) we estimate 

actual losses analogous to the estimations in Jacobs (2014) (log-losses are described by 

ln(loss) = 7.68 + 0.76·ln(records breached)), and compare the findings estimated in (1) and (2) 

with the results from Edwards et al. (2015). 

Descriptive Analysis of the PRC Dataset 

As for the SAS OpRisk Global data, we provide a graphical illustration of the data from (1) and 

(2) (Figure DIV.1) and present descriptive statistics (Table DIV.1).30  

  

                                                 
30  Jacobs (2014) generated a relationship between the number of records breached and the actual losses for the 

years 2013 and 2014 only, showing no significant differences in the two years. For simplicity and because of 
the unavailability of results for 1995-2012, we will also assume the formula for the other years. 
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Figure DIV.1 Visualization of PRC Data and Logarithmic PRC Data 
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Similar to the OpRisk/cyber data, we observe that the distributions are skewed and exhibit high 

kurtosis. The results from the Q-Q plots for the original data show that the data breach losses 

in the PRC dataset (both (1) and (2)) are not normally distributed. However, the Q-Q plots for 

the logarithmic data (column (b) in Figure DIV.1) already show a good fit for the normal dis-

tribution (for both (1) and (2)). Edwards et al. (2015) already identified the log-normal distri-

bution to be the optimal model to describe those loss sizes (meaning the losses in (1)). The 

results from the Q-Q plots and histograms can be underlined by the descriptive statistics. While 

the original datasets ((1) and (2)) exhibit high skewness and kurtosis parameters (Table DIV.1, 

Panel A), these numbers are similar to the normal distribution for the log-transformed data 

(Table DIV.1, Panel B). Further summary statistics are presented in Panels C – E for the type 

of data breach and for the type of organization in which the breach occurred. The minimal 

number of records breached in sample (1) is 2 (0.69 for logarithmic data), the maximal value is 

130 million (18.68 for logarithmic data). For dataset (2) the minimal loss is US$3,661.70 (8.21 

for logarithmic data) and the maximal loss is about US$3.1 billion (21.85 for the logarithmic 

data). 

When looking at the development over time for the original PRC data (see Figure DIV.2), we 

observe a different pattern than for the cyber risk data. While the loss frequency (i.e., the num-

ber of incidents) seems to decrease over the years, the results for the mean and median losses 

(i.e., the mean/median number of records breached) show relatively small (and constant) values 

at the beginning of the observation period, with some more severe incidents at the end of 2009 

and an explosive increase beginning at the end of 2014. However, no clear upward or downward 

trend is observed. The Jacobs (2014) transformation dataset provides similar results (available 

upon request). 
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Table DIV.1 Summary Statistics – PRC Dataset 
 (1) Original PRC Dataset  (2) Loss PRC Data (according to Jacobs, 2014) 

 N Mean Std. dev. Median Skewness Kurtosis Tail index  N Mean Std. dev. Median Skewness Kurtosis Tail index 
 Panel A: Total sample 
 2,266 395,203.80 4,655,598.00 2,400.00 19.60 438.68 22.4509  2,266 16,315,935.00 126,567,642.00 792,380.60 16.21 306.89 8.0146 
 Panel B: Total sample (logarithmic data) 
 2,266 7.91 2.91 7.78 0.33 -0.01 1.1318  2,266 13.68 2.21 13.58 0.33 -0.01 1.0734 
 Panel C: Type of data breach 
CARD 30 240,101.20 1,276,882.00 300.00 4.94 23.19 50.8895  30 12,388,258.00 61,234,922.00 163,693.10 4.93 23.09 17.3701 
DISC 459 69,803.75 480,911.80 1,800.00 10.90 127.87 9.2973  459 5,533,865.00 25,505,998.00 637,059.90 9.42 98.80 4.6837 
HACK 475 1,319,235.00 9,336,615.00 9,000.00 10.11 113.99 19.7851  475 45,409,949.00 247,193,000.00 2,159,132.00 8.66 84.21 8.3876 
INSD 283 127,795.50 1,146,738.00 431.00 12.70 172.80 15.7563  283 7,248,235.00 47,468,268.00 215,461.30 11.22 138.25 6.5200 
PHYS 197 16,312.50 143,780.00 600.00 13.35 180.94 8.6063  197 1,757,863.00 9,607,062.00 276,905.50 12.19 158.57 4.1068 
PORT 629 274,670.80 3,262,891.00 4,400.00 20.79 465.18 12.8325  629 13,645,257.00 94,524,457.00 1,254,805.00 17.69 355.95 5.3007 
STAT 135 85,694.39 382,233.50 5,000.00 8.41 79.80 3.9675  135 7,637,977.00 23,078,150.00 1,382,549.00 6.61 52.86 2.6701 
UNKN 58 102,344.40 400,299.60 1,461.00 4.80 23.29 4.2283  58 8,257,715.00 25,952,989.00 541.099.80 4.35 19.13 2.9487 
 Panel D: Malicious vs. negligent data breaches 
MALB 788 850,261.10 7,305,389.00 2,750.00 12.93 188.47 20.6284  788 30,447,492.00 195,164,112.00 878,533.60 10.89 135.75 8.1887 
NEGB 1,420 154,641.00 2,194,282.00 2,400.00 30.48 1,017.68 11.1163  1,420 8,803,054.00 65,177,853.00 792.380.60 24.32 708.30 4.7385 
UNKN 58 102,344.40 400,299.60 1,461.00 4.80 23.29 4.2283  58 8,257,715.00 25,952,989.00 541,099.80 4.35 19.13 2.9487 
 Panel E: Entity type 
BSF 295 1,284,040.00 9,326,960.00 2,000.00 11.23 138.22 6.8008  295 44,948,263.00 242,360,821.00 690,053.50 9.45 101.93 3.7604 
BSO 229 938,835.48 424,170.60 3,800.00 9.07 94.65 3.3112  229 8,157,798.00 24,758,086.00 1,122,767.00 6.95 59.84 2.3120 
BSR 198 1,300,592.00 8,953,309.00 665.50 8.60 81.41 27.9353  198 41,886,981.00 246,080,759.00 299,530.30 7.65 63.34 10.7797 
EDU 538 27,371.90 126,891.70 2,567.00 14.72 266.60 3.3280  538 3,481,610.00 9,269,067.00 833,841.70 9.68 134.28 2.2846 
GOV 440 404,366.20 4,004,190.00 3,000.00 16.28 291.60 16.0913  440 17,774,454.00 117,445,615.00 938.491.60 13.62 214.09 6.6969 
MED 519 82,970.54 417,948.00 2,995.00 8.35 76.36 4.9430  519 7,004,633.00 24,441,899.00 937,305.10 6.99 55.47 3.0880 
NGO 47 43,101.40 153,700.20 1,537.00 5.28 29.25 2.9480  47 4,705,154.00 12,392,959.00 565,138.70 4.51 22.17 2.1899 

Note: 
Type of data breach: 
CARD = Payment Card Fraud – fraud involving debit and credit cards that is not accomplished via hacking; e.g., skimming devices at point-of-service terminals; DISC = Unintended disclosure – 
sensitive information posted publicly on a website, mishandled or sent to the wrong party via email, fax or mail; HACK = Hacking or malware – electronic entry by an outside party, malware and 
spyware; INSD = Insider – someone with legitimate access intentionally breaches information, such as an employee or contractor; PHYS = Physical loss – lost, discarded or stolen non-electronic 
records, such as paper documents; PORT = Portable device – lost, discarded or stolen laptop, PDA, smartphone, portable memory device, CD, hard drive, data tape, etc.; STAT = Stationary device – 
lost, discarded or stolen stationary electronic device such as a computer or server not designed for mobility; and UNKN = Unknown or other. 
Malicious/negligent data breach: 
This measure is used in Edwards et al. (2015) as an alternative measure for data breach type, which aggregates the previous measure into: MALB (malicious data breaches) = CARD + HACK + INSD; 
NEGB (negligent data breaches) = DISC + PHYS + PORT + STAT. 
Entity type: 
BSF = Businesses – Financial and Insurance Services; BSO = Businesses – Other; BSR = Businesses – Retail/Merchant; EDU = Educational Institution; GOV = Government and Military; MED = 
Healthcare – Medical Providers; and NGO = Nonprofit Organizations. 
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Figure DIV.2 Development of Number of Incidents and the Mean/Median Number of Rec-
ords Breached over Time 
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Goodness-of-Fit Results 

As before, we first analyze the loss frequency.31 According to Edwards et al. (2015) the daily 

frequency of losses can be described best by a negative binomial distribution. Table DIV.2 

presents the results for the negative binomial and the Poisson distribution (as in our models 

before). As indicated by Edwards et al. (2015) the negative binomial distribution provides the 

best fit for the daily frequencies of data breaches. The analysis shows that this distribution can-

not be rejected by the K-S-test. 

Table DIV.2 Goodness-of-Fit Analysis – Frequency 
Model  Log-likelihood AIC Chi-square-test K-S-test 
Poisson  -4,367.45 8,736.90 > 10,000.00 *** 0.750 *** 
Negative binomial  -51.52 107.04 69.76 *** 0.171  

Note: AIC = Akaike information criterion; for the Chi-square- and the Kolmogorov-Smirnov-test (for discrete 
distributions, see Arnold and Emerson, 2011) we present the value of the test statistic and the significance level of 
rejecting the null hypothesis (H0: the given distribution is equal to the sample distribution). *, **, ***, indicate 
significance levels of 10%, 5%, and 1%, respectively. 

We also analyze the goodness-of-fit for the loss severity distribution for different single para-

metric distributions and the POT. We already hypothesized by the descriptive statistics (Table 

                                                 
31  Note, that we only analyze the original PRC data (not the Jacobs-transformation), since loss frequency is not 

affected by this transformation. 
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DIV.1, Panel B) and visualizations (Figure DIV.1) that the PRC data might be log-normally 

distributed. This results can be confirmed by the following goodness-of-fit analysis (see Table 

DIV.3). The log-normal distribution is the only distribution for which the null hypothesis of the 

K-S-test is not rejected (and for the A-D-test the null hypothesis is rejected only at a 5% signif-

icance level). For all other distributions, the fit is not as good as for the log-normal distribution. 

In addition, the results for the POT approach do not show a significant improvement in the 

distribution fit by the log-likelihood values and the AIC. This could mean that the distribution 

of data breach sizes is not as severely tailed as the cyber risk data used in the main part of this 

paper. For the loss data (2) we do not see any changes from sample (1). 

Table DIV.3 Goodness-of-fit Analysis – Severity 
Model  Log-likelihood AIC Kolmogorov- 

Smirnov-test 
Anderson- 

Darling-test 
Panel A: (1) Original PRC Data 
Exponential  -31,468.30 62,938.60 0.73 *** 73.73 *** 
Gamma  No convergence      
GPD  -23,647.95 47,299.90 0.07 *** 18.76 *** 
Log-logistic  -23,599.71 47,203.42 1.00 *** 4.34 *** 
Log-normal  -23,572.74 47,149.48 0.03  2.51 ** 
Weibull  -23,870.53 47,745.05 0.10 *** 40.51 *** 
Skew-normal  -36,447.85 72,901.70 0.88 *** 202.72 *** 
POT (threshold 50%)32  -23,595.40 47,198.79 /  /  
Transformation kernel  -23,524.59 / /  /  
        
Panel B: (2) Loss Data (according to Jacobs, 2014) 
Exponential  -39,898.94 79,799.88 0.55 *** 1,466.30 *** 
Gamma  No convergence      
GPD  -36,046.74 72,097.49 0.04 *** 7.53 *** 
Log-logistic  No convergence      
Log-normal  -36,016.08 72,036.17 0.03  2.51 ** 
Weibull  -36,313.87 72,631.74 0.10 *** 40.51 *** 
Skew-normal  -43,943.67 87,893.33 0.80 *** 2,602.60 *** 
POT (threshold 50%)  -36,139.68 72,287.36 /  /  
Transformation kernel  -35,971.13 / /  /  

Note: AIC = Akaike information criterion; for the Kolmogorov-Smirnov- and the Anderson-Darling-test we pre-
sent the value of the test statistic and the significance level of rejecting the null hypothesis (H0: the given distribu-
tion is equal to the sample distribution). *, **, ***, indicate significance levels of 10%, 5%, and 1%, respectively. 
 

The Dynamic EVT Approach 

We also provide detailed analyses with the dynamic EVT approach. A likelihood-ratio-test 

analysis shows that the type of data breach measure from Panel D of Table DIV.1 (separation 

into MALB, NEGB, and UNKN) shows a better fit than the definition from Panel C (separation 

                                                 
32  Here again we determined the threshold at the median-level, based on the evaluations of the bootstrap good-

ness-of-fit test by Villaseñor-Alva and González-Estrada (2009), such that the lowest quantile value still re-
vealed a GPD fit for the tail sample. As for our data sample, the POT approach with a log-normal body provides 
the best fit for the POT models. Detailed results on this examination are available upon request from the au-
thors. 



47 

 

into CARD, DISC, HACK, etc.). Thus, we will apply the same covariates as Edwards et al. 

(2015) extending the analyses by the variables “entity type” and “state of incident”. After test-

ing both for their contribution to the model fit, we only include entity, and exclude state of 

incident because the model fit cannot be improved by this variable. The results for the loss 

frequency (+ the tail frequency estimation) are presented in Table DIV.4 and those for the loss 

severity in Table DIV.5 (see analog cyber risk results from OpRisk database in Table 4). 

Table DIV.4 Results for the Dynamic EVT Approach – Loss Frequency 
Variable  Complete Sample – Frequency 

by Poisson Distribution 
Tail Analysis – Indication by Lo-

gistic Regression 
(Threshold 50%) 

Type NEGB 
 

0.596 
(0.0459) 

*** -0.147 
(0.0943) 

 

 UNKN 
 

-2.577 
(0.1386) 

*** -0.290 
(0.2759) 

 

Entity BSO 
 

-0.271 
(0.0905) 

*** 0.211 
(0.1770) 

 

 BSR 
 

-0.416 
(0.0945) 

*** -0.565 
(0.1911) 

*** 

 EDU 
 

0.569 
(0.0745) 

*** 0.168 
(0.1454) 

 

 GOV 
 

0.396 
(0.0770) 

*** 0.178 
(0.1520) 

 

 MED 
 

0.548 
(0.0748) 

*** 0.223 
(0.1508) 

 

 NGO 
 

-1.904 
(0.1654) 

*** -0.040 
(0.3153) 

 

State of incident Dummy Varia-
ble per State 

---  ---  

Time Days 
 

-0.088 
(0.0070) 

*** -0.028 
(0.0170) 

 

 Intercept 
 

-7.257 
(0.0740) 

*** 0.140 
(0.1509) 

 

LLV  -17,308.00 --- 
LLV_null  -18,459.00 --- 
AIC  34,636.00 --- 
AIC_null  36,920.00 --- 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = 
Akaike Information Criterion. *, **, ***, indicate significance levels of 10%, 5%, and 1%, respectively. 

As before, we observe that the model fit can be improved. The results show that the loss fre-

quency for malicious data breaches is lower than for negligent and higher for the unknown-

category. For the entity type we determine educational, governmental and military institutions, 

as well as healthcare and medical providers to be the most frequently exposed companies in the 

sample. Businesses in the financial and insurance industry (reference category) are less often 

affected by data breaches than the previous three, but are more likely to be victims than busi-

nesses from the “other” category, retail and merchant companies, and non-profit organizations. 

With respect to time, we observe that loss frequency decreased over the years in the sample. 



48 

 

This is in contrast to the results in the main part of this paper, and it does not reflect the obser-

vations in Edwards et al. (2015) who worked with the same sample. This must be due to the 

extended dataset we apply here (Edwards et al., 2015, until February 23, 2015; ours December 

15, 2015). The analysis of determinants for an excess loss (i.e., an incident where the total 

number of records is breached exceeds a pre-defined threshold) shows that only retail and mer-

chant companies are less likely affected by a severe (i.e., loss higher than threshold) incident 

than all the other organizational types. For this analysis neither the type nor the time of the data 

breach have an impact. 

 

The analysis of the loss severity distribution modelled by a single parametric GPD (0%-thresh-

old model) shows that negligent breaches exhibit less heavy tails than malicious ones. Thus, 

although less frequent, malicious breaches can cause more severe losses. This might be ex-

plained by an organization’s ability to anticipate and prepare for the negligent incidents, while 

malicious data breaches can be not prevented that easily. With respect to entity type, financial 

services companies have heavier tailed distributions than in the other categories (the one ex-

ception is BSR, where the coefficient is insignificant). This is different from our results in the 

main part of the paper, where companies from the financial industry had less heavy tails than 

those from the non-financial industry. It is noteworthy that time has no effect on the loss sever-

ity’s shape parameter, when looking at the single parametric GPD (in line with Edwards et al., 

2015). However, when considering only the tail of the severity distribution (50%-threshold 

model), time does indeed affect the severity distribution’s shape parameter. We observe that 

over the years, the heaviness of the data breach size’s tail distribution increased. This is in line 

with the findings of Wheatley et al. (2016), but not with our results on cyber risk losses (we 

showed decreasing heaviness in tails). Furthermore, we cannot observe an effect of the data 

breach type on the distribution. Finally, with respect to entity type, the results do not change 

compared to the 0%-threshold approach, showing that companies from the financial and insur-

ance industry (and retail/merchant companies) have the heaviest tails in the sample. All these 

findings are consistent across the two data sets: the original PRC data, and the transformed loss 

data (see Jacobs, 2014). 
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Table DIV.5 Results for the Dynamic EVT Approach – Loss Severity 
  (1) Original PRC Data  (2) Loss Data 

(according to Jacobs, 2014) 
Variable  Threshold 

0% 
Threshold 

50% 
 Threshold 

0% 
Threshold 

50% 
Type NEGB 

 
-0.846 

(0.0857) 
*** 0.030 

(0.1151) 
  -0.525 

(0.0703) 
*** 0.117 

(0.0822) 
 

 UNKN 
 

-0.354 
(0.2606) 

 0.1330 
(0.3358) 

  -0.057 
(0.2179) 

 0.129 
(0.2397) 

 

Entity BSO 
 

-0.879 
(0.1751) 

*** -1.308 
(0.2252) 

***  -0.752 
(0.1457) 

*** -1.147 
(0.1608) 

*** 

 BSR 
 

-0.243 
(0.1998) 

 -0.176 
(0.2967) 

  -0.060 
(0.1727) 

 -0.188 
(0.2084) 

 

 EDU 
 

-1.767 
(0.1412) 

*** -1.794 
(0.1955) 

***  -1.455 
(0.1178) 

*** -1.414 
(0.1406) 

*** 

 GOV 
 

-0.766 
(0.1519) 

*** -0.854 
(0.2122) 

***  -0.630 
(0.1270) 

*** -0.716 
(0.1515) 

*** 

 MED 
 

-1.141 
(0.1454) 

*** -1.454 
(0.2030) 

***  -0.965 
(0.1217) 

*** -1.242 
(0.1447) 

*** 

 NGO 
 

-0.661 
(0.3322) 

** -1.509 
(0.3512) 

***  -0.612 
(0.2726) 

** -1.138 
(0.2534) 

*** 

State of inci-
dent 

Dummy Variable 
per State 

---  ---   ---  ---  

Time Days 
 

---  0.087 
(0.0192) 

***  ---  0.086 
(0.0138) 

*** 

 Intercept (XI) 
 

4.209 
(0.1354) 

*** 2.385 
(0.2023) 

***  2.797 
(0.1127) 

*** 1.621 
(0.1450) 

*** 

 Intercept (NU) 
 

8.067 
(0.6223) 

*** 10.341 
(0.3152) 

***  14.205 
(0.1522) 

*** 15.560 
(0.1400) 

*** 

LLV  -23,597.46 -13,666.29  -35,971.62 -19,222.71 
LLV_null  -23,635.72 -13,696.65  -36,018.37 -19,253.23 
AIC  47,214.92 27,354.58  71,963.24 38,467.42 
AIC_null  47,275.44 27,397.30  72,040.75 38,510.46 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = 
Akaike Information Criterion. *, **, ***, indicate significance levels of 10%, 5%, and 1%, respectively. 
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Appendix DV: Robustness Tests 

Size Analysis with Total Assets and Revenues 

In this paragraph we present robustness results for the size analysis in Table 4. For the size 

measure of total assets we have only 1,505 observations, and for the measure of revenues there 

are only 1,534. In Table DV.1 we present correlations between the different size variables. The 

results for the size measure total assets and revenues are given in Table DV.2 and Table DV.3.33 

The results underline the findings in the previous analyses. 

Table DV.1 Correlation between Different Size-Variables 
 No. of Employees  Total Assets  Revenues 
Panel A: Continuous Variables 
No. of Employees 1.000   ---   ---  
Total Assets 0.535 ***  1.000   ---  
Revenues 0.612 ***  0.529 ***  1.000  
         
Panel B: Size Categories 
No. of Employees 1.000   ---   ---  
Total Assets 0.754 ***  1.000   ---  
Revenues 0.852 ***  0.781 ***  1.000  

Note: *, **, ***, indicate significance levels of 10%, 5%, and 1%, respectively, for the null hypothesis that the 
correlation is equal to zero. 
 

Analysis of the Dynamic EVT for the Data in 2004-2013 

To show robustness of our results over time and for potential backfilling in the data sample, we 

compute the dynamic EVT approach for 2004-2013 only. The results are presented in Table 

DV.4 and are in line with the results of the complete sample. 

 

Analysis of the Total SAS OpRisk Global Data 

Finally, we analyze the complete SAS OpRisk Global Data to determine differences in the cyber 

and non-cyber risk sample. We therefore include a dummy, indicating a cyber risk incident. 

The results (see Table DV.5) show significant differences for cyber risk losses in frequency and 

severity models (columns (1) – (3)). Only for the tail-severity analysis did cyber risk not con-

tribute to a better fit in the overall model, why it was excluded. This might be due to the rela-

tively high threshold – chosen as the 80% threshold of the complete dataset – which we had to 

choose such that the data exceeding the threshold was still adequately modelled by a GPD (see 

the Villaseñor-Alva and González-Estrada, 2009, approach, which we used before). Neverthe-

less, these results prove that cyber risk is structurally different from OpRisk. 

                                                 
33  Further robustness tests, with respect to the categorical size variables can be found in Appendix DIII (Tables 

DIII.5-DIII.7). 
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Table DV.2 Results for the Dynamic EVT Approach – Total Assets 
Variable  Frequency 

Poisson GLM 
 Logistic regression 

(threshold 56%) 
 Severity 

(threshold 0%) 
 Severity 

(threshold 56%) 
  λ    Shape ξ Transf. Scale  Shape ξ Transf. Scale 
Panel A: Cyber incident specific covariates 
Subcategories Systems and technical 

failures 
-1.738 

(0.0763) 
***  0.691 

(0.1688) 
***  1.011 

(0.1235) 
*** 0.292 

(0.7018) 
  ---  0.778 

(0.5876) 
 

 Failed internal processes -2.431 
(0.1038) 

***  0.192 
(0.2242) 

  0.031 
(0.1490) 

 0.060 
(0.7509) 

  ---  0.068 
(0.8541) 

 

 External events -3.057 
(0.1392) 

***  0.498 
(0.3205) 

  0.600 
(0.2143) 

*** 0.277 
(1.2083) 

  ---  0.030 
(1.0593) 

 

Contagion A Multiple firms affected -1.441 
(0.0655) 

***  0.138 
(0.1426) 

  -0.450 
(0.0798) 

*** ---   ---  ---  

Contagion B Multiple losses caused -2.208 
(0.0863) 

***  0.872 
(0.1951) 

***  0.432 
(0.1313) 

*** 1.265 
(0.7290) 

*  ---  1.279 
(0.6157) 

** 

Panel B: Company specific covariates 
Region of Domicile Africa -3.467 

(0.2073) 
***  0.542 

(0.4435) 
  -0.041 

(0.2510) 
 ---   ---  ---  

 Asia -1.128 
(0.0729) 

***  0.089 
(0.1608) 

  0.247 
(0.1000) 

** ---   ---  ---  

 Europe -0.687 
(0.0623) 

***  0.316 
(0.1403) 

***  0.059 
(0.0829) 

 ---   ---  ---  

 Other -2.314 
(0.1202) 

***  0.384 
(0.2553) 

  0.142 
(0.1736) 

 ---   ---  ---  

Industry Financial 1.239 
(0.0618) 

***  -1.223 
(0.1470) 

***  -0.101 
(0.0889) 

 -1.257 
(0.4841) 

***  ---  -0.456 
(0.4906) 

 

Company size Total Assets 0.409 
(0.0345) 

***  0.122 
(0.0865) 

  ---  ---   0.176 
(0.0620) 

*** ---  

Panel C: Time + Intercept 
Time Years (continuous) 0.109 

(0.0050) 
***  -0.125 

(0.0171) 
***  -0.010 

(0.0097) 
 -0.115 

(0.0550) 
**  -0.075 

(0.0103) 
*** ---  

Intercept  -6.903 
(0.0916) 

***  1.889 
(0.2615) 

***  1.593 
(0.1519) 

*** 3.319 
(0.8353) 

***  2.113 
(0.1360) 

*** 2.648 
(0.4543) 

*** 

Panel D: Model fit 
LLV  -10,476.330  ---  -3,999.912  -2,752.449 
LLV_null  -13,429.110  ---  -4,122.043  -2,790.277 
AIC  20,978.670  ---  8,037.824  5,522.898 
AIC_null  26,860.220  ---  8,248.086  5,584.555 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = Akaike Information Criterion. *, **, ***, indicate significance levels 
of 10%, 5%, and 1%, respectively.   
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Table DV.3 Results for the Dynamic EVT Approach – Revenues 
Variable  Frequency 

Poisson GLM 
 Logistic regression 

(threshold 56%) 
 Severity 

(threshold 0%) 
 Severity 

(threshold 56%) 
  λ    Shape ξ Transf. Scale  Shape ξ Transf. Scale 
Panel A: Cyber incident specific covariates 
Subcategories Systems and technical 

failures 
-1.728 

(0.0754) 
***  0.643 

(0.1656) 
***  0.990 

(0.1231) 
*** 0.261 

(0.6894) 
  ---  0.769 

(0.5663) 
 

 Failed internal processes -2.388 
(0.1010) 

***  0.201 
(0.2173) 

  0.162 
(0.1414) 

 0.037 
(0.7475) 

  ---  0.042 
(0.8182) 

 

 External events -3.053 
(0.1380) 

***  0.522 
(0.3176) 

*  0.572 
(0.2130) 

*** 0.361 
(1.1816) 

  ---  0.047 
(1.0130) 

 

Contagion A Multiple firms affected -1.431 
(0.0647) 

***  0.175 
(0.1401) 

  -0.450 
(0.0786) 

*** ---   ---  ---  

Contagion B Multiple losses caused -2.200 
(0.0852) 

***  0.806 
(0.1909) 

***  0.422 
(0.1314) 

*** 1.249 
(0.7254) 

*  ---  1.283 
(0.5942) 

** 

Panel B: Company specific covariates 
Region of Domicile Africa -3.550 

(0.2115) 
***  0.595 

(0.4502) 
  -0.713 

(0.2203) 
*** ---   ---  ---  

 Asia -1.176 
(0.0728) 

***  0.042 
(0.1606) 

  0.245 
(0.1018) 

** ---   ---  ---  

 Europe -0.727 
(0.0619) 

***  0.330 
(0.1336) 

**  0.086 
(0.0832) 

 ---   ---  ---  

 Other -2.355 
(0.1200) 

***  0.365 
(0.2535) 

  0.087 
(0.1736) 

 ---   ---  ---  

Industry Financial 1.208 
(0.0607) 

***  -1.145 
(0.1376) 

***  -0.142 
(0.0883) 

 -1.255 
(0.4753) 

***  ---  -0.483 
(0.4695) 

 

Company size Revenues 2.245 
(0.3467) 

***  1.934 
(1.1862) 

  -1.028 
(0.5970) 

* ---   2.640 
(1.0201) 

*** ---  

Panel C: Time + Intercept 
Time Years (continuous) 0.107 

(0.0049) 
***  -0.115 

(0.0167) 
***  -0.000 

(0.0096) 
 -0.110 

(0.0545) 
**  -0.063 

(0.0152) 
*** ---  

Intercept  -6.756 
(0.0893) 

***  1.717 
(0.2506) 

***  1.538 
(0.1494) 

*** 3.251 
(0.8127) 

***  1.954 
(0.2009) 

*** 2.684 
(0.4344) 

*** 

Panel D: Model fit 
LLV  -10,728.790  ---  -4,084.419  -2,811.810 
LLV_null  -13,682.970  ---  -4,208.777  -2,849.897 
AIC  21,483.580  ---  8,208.838  5,641.619 
AIC_null  27,367.940  ---  8,421.554  5,703.794 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = Akaike Information Criterion. *, **, ***, indicate significance levels 
of 10%, 5%, and 1%, respectively. 
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Table DV.4 Robustness Test of the Dynamic EVT Approach for the Sample from 2004-2013 
Variable  (1) Frequency 

Poisson GLM 
 (2) Logistic regression 

(threshold 56%) 
 (3) Severity 

(threshold 0%) 
 (4) Severity 

(threshold 56%) 
  λ    Shape ξ Transf. Scale  Shape ξ Transf. Scale 
Panel A: Cyber incident specific covariates 
Subcategories Systems and technical 

failures 
-1.830 

(0.0826) 
***  0.587 

(0.1763) 
***  1.041 

(0.1599) 
*** 0.157 

(0.7990) 
  ---  0.715 

(0.6567) 
 

 Failed internal processes -2.402 
(0.1066) 

***  0.201 
(0.2259) 

  -0.005 
(0.1795) 

 0.028 
(0.8205) 

  ---  0.134 
(0.8870) 

 

 External events -3.159 
(0.1522) 

***  0.326 
(0.3454) 

  0.427 
(0.2608) 

 0.155 
(1.3791) 

  ---  -0.088 
(1.1397) 

 

Contagion A Multiple firms affected -1.347 
(0.0667) 

***  0.279 
(0.1425) 

**  -0.493 
(0.0928) 

*** ---   ---  ---  

Contagion B Multiple losses caused -2.223 
(0.0909) 

***  0.943 
(0.2036) 

***  0.492 
(0.1704) 

*** 1.363 
(0.8451) 

**  ---  1.348 
(0.6728) 

** 

Panel B: Company specific covariates 
Region of Domicile Africa -3.481 

(0.2165) 
***  0.783 

(0.4548) 
*  -0.365 

(0.2900) 
 ---   ---  ---  

 Asia -1.174 
(0.0770) 

***  0.152 
(0.1656) 

  0.232 
(0.1251) 

* ---   ---  ---  

 Europe -0.732 
(0.0656) 

***  0.440 
(0.1389) 

***  -0.056 
(0.0999) 

 ---   ---  ---  

 Other -2.338 
(0.1261) 

***  0.347 
(02653) 

  0.139 
(0.2169) 

 ---   ---  ---  

Industry Financial 1.264 
(0.0652) 

***  -1.091 
(0.1440) 

***  -0.239 
(0.1114) 

** -1.210 
(0.5539) 

**  ---  -0.677 
(0.5281) 

 

Company size No. of Employees 0.001 
(0.0001) 

***  -0.000 
(0.0005) 

  -0.001 
(0.0002) 

*** ---   0.000 
(0.0005) 

 ---  

Panel C: Time + Intercept 
Time Years (continuous) -0.003 

(0.0094) 
  -0.004 

(0.0222) 
**  -0.051 

(0.0153) 
*** -0.033 

(0.0821) 
  -0.043 

(0.0193) 
** ---  

Intercept  -4.747 
(0.1436) 

***  0.783 
(0.3313) 

**  2.376 
(0.2421) 

*** 2.110 
(1.2349) 

*  1.774 
(0.2646) 

*** 2.630 
(0.4878) 

*** 

Panel D: Model fit 
LLV  -8,726.389  ---  -3,408.847  -2,362.980 
LLV_null  -11,156.240  ---  -3,498.141  -2,397.068 
AIC  17,478.780  ---  6,859.695  4,743.960 
AIC_null  22,314.470  ---  7,000.282  4,798.135 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = Akaike Information Criterion. *, **, ***, indicate significance levels 
of 10%, 5%, and 1%, respectively. For the analysis we used 1,371 observations form the cyber risk data, consisting of incidents in 2004-2013 in which no missing values for No. 
of Employees were observed.  
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Table DV.5 Results for the Dynamic EVT Approach for the Total SAS OpRisk Global Data 
Variable  (1) Frequency 

Poisson GLM 
 (2) Logistic regression 

(threshold 80%) 
 (3) Severity 

(threshold 0%) 
 (4) Severity 

(threshold 80%) 
  λ    Shape ξ Transf. Scale  Shape ξ Transf. Scale 
Panel A: Incident specific covariates 
Risk class Cyber risk -0.251 

(0.0270) 
***  -0.720 

(0.0895) 
***  -0.184 

(0.0433) 
*** -0.719 

(0.2049) 
***  ---  ---  

Contagion A Multiple firms affected -0.065 
(0.0145) 

***  0.124 
(0.0364) 

***  ---  ---   ---  0.036 
(0.1556) 

 

Contagion B Multiple losses caused ---   ---   0.292 
(0.0389) 

*** 1.312 
(0.1763) 

***  0.043 
(0.1101) 

 0.581 
(0.1772) 

*** 

Panel B: Company specific covariates 
Region of Domicile Africa -0.211 

(0.0625) 
***  -0.196 

(0.1823) 
  0.442 

(0.1122) 
*** -0.499 

(0.5245) 
  ---  0.173 

(0.8025) 
 

 Asia -0.181 
(0.0197) 

***  0.110 
(0.0502) 

**  0.400 
(0.0349) 

*** -0.266 
(0.1583) 

*  ---  0.038 
(0.2149) 

 

 Europe -0.063 
(0.0159) 

***  0.245 
(0.0394) 

***  0.405 
(0.0282) 

*** -0.035 
(0.1280) 

  ---  0.143 
(0.1667) 

 

 Other -0.114 
(0.0356) 

***  0.188 
(0.0898) 

**  0.293 
(0.0637) 

*** -0.053 
(0.2878) 

  ---  -0.231 
(0.3759) 

 

Industry Financial 0.156 
(0.0134) 

***  -0.490 
(0.0340) 

***  0.270 
(0.0226) 

*** -0.994 
(0.1032) 

***  ---  0.166 
(0.1465) 

 

Company size No. of Employees 0.001 
(< 0.0001) 

***  0.001 
(0.0001) 

***  0.001 
(0.0001) 

*** 0.001 
(0.0004) 

  0.001 
(0.0005) 

* 0.001 
(0.0007) 

 

Panel C: Time + Intercept 
Time Years (continuous) 0.013 

(0.0015) 
***  -0.029 

(0.0039) 
***  0.044 

(0.0026) 
*** -0.092 

(0.0115) 
***  ---  ---  

Intercept  0.065 
(0.0205) 

***  -0.943 
(0.0464) 

***  0.815 
(0.0322) 

*** 3.615 
(0.1425) 

***  0.871 
(0.0577) 

*** 4.742 
(0.1251) 

*** 

Panel D: Model fit 
LLV  -22,699.095  ---  -89,374.690  -29,605.020 
LLV_null  -23,005.940  ---  -91,416.540  -29,672.780 
AIC  45,418.190  ---  178,789.380  59,234.040 
AIC_null  46,013.880  ---  182,837.080  59,349.560 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = Akaike Information Criterion. *, **, ***, indicate significance levels 
of 10%, 5%, and 1%, respectively. For the analysis we used 23,445 observations from the total SAS OpRisk Global Data, consisting of incidents in 1995-2014 (as for cyber risk) 
in which no missing values for No. of Employees were observed.
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Analysis of Loss Frequency Model with Negative Binomial Distribution 

We observed in Table 2 that the negative binomial distribution provides the best fit for the loss 

frequency model. We use, however, the Poisson distribution in the further analyses of Section 

3.3, because its parameter is easier to interpret when depending on covariates. For complete-

ness, we computed the negative binomial distribution and compare the results with the Poisson 

estimates in Table 4 (see Table DV.6). We apply the approach given in the R package mgcv for 

the negative binomial distribution which estimates a modification of the general negative bino-

mial distribution. The modification is described in Venables and Ripley (2002, p. 206), in which 

the two-parameter distribution is reduced to one parameter θ that is then estimated by the GLM. 

Table DV.6 Comparison of Frequency Distributions in the Dynamic EVT Approach 
Variable  Frequency 

Poisson GLM 
(analog Table 4) 

 Frequency 
Negative Binomial GLM 

  λ  θ 
Panel A: Cyber incident specific covariates 
Subcategories Systems and technical failures -1.736 

(0.0761) 
***  -1.739 

(0.0790) 
*** 

 Failed internal processes -2.395 
(0.1019) 

***  -2.410 
(0.1045) 

*** 

 External events -3.042 
(0.1380) 

***  -3.046 
(0.1393) 

*** 

Contagion Type A Multiple firms affected -1.420 
(0.0649) 

***  -1.458 
(0.0685) 

*** 

Contagion Type B Multiple losses caused -2.216 
(0.0863) 

***  -2.217 
(0.0880) 

*** 

Panel B: Company specific covariates 
Region of Domicile Africa -3.542 

(0.2115) 
***  -3.567 

(0.2139) 
*** 

 Asia -1.196 
(0.0737) 

***  -1.211 
(0.0785) 

*** 

 Europe -0.729 
(0.0622) 

***  -0.752 
(0.0679) 

*** 

 Other -2.360 
(0.1208) 

***  -2.379 
(0.1240) 

*** 

Industry Financial 1.206 
(0.0610) 

***  1.194 
(0.0641) 

*** 

Company size No. of Employees 0.001 
(0.0001) 

***  0.001 
(0.0002) 

*** 

Panel C: Time + Intercept 
Time Years (continuous) 0.111 

(0.0050) 
***  0.118 

(0.0054) 
*** 

Intercept  -6.685 
(0.0903) 

***  -6.749 
(0.0959) 

*** 

Panel D: Model fit 
LLV  -10,442.670  -10,103.770 
LLV_null  -13,376.640  -12,685.670 
AIC  20,915.340  20,233.540 
AIC_null  26,755.290  25,373.340 

Note: Numbers in parentheses represent standard errors of the coefficients. LLV = log-likelihood value, AIC = 
Akaike Information Criterion. LLV_null and AIC_null show the results for the null model, i.e., the fit for the 
model without covariates. *, **, and *** indicate significance levels of 10%, 5%, and 1%. 
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