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Abstract 

 
Cyber risk has become a topic of great importance in today’s risk management and insur-

ance is seen as a powerful means of countering it. However, the actual cyber insurance market 
is greatly underdeveloped. Challenges in the insurability of cyber risk were identified as the 
central impediments to cyber insurance market growth. This paper investigates potential risk 
transfer schemes for cyber risk that can improve its insurability and foster market development. 
The work is the first to compare different risk transfer options for cyber risk and test them in a 
simulation approach. We show that the current market is relatively small and can benefit from 
the introduction of risk transfer mechanisms for the primary insurer (e.g., reinsurance and cap-
ital market solutions). For extreme scenarios the definition of an insurance pool is an effective 
way to foster market development. In worst-case scenarios – for instance a breakdown of the 
critical information infrastructure – the active risk transfer by the government is shown to be 
vital. Minimum standards for mitigation are effective in the presence of correlations in an in-
surer’s portfolios. 
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1 Introduction 
Significant economic and social impacts as well as the growing attention in media have made 

cyber risk a topic of great importance in today’s risk management.1 In synergy with other 

measures, insurance is seen as a powerful means to handle cyber risks and cyber insurance is 

anticipated to become a major line of business in the next ten years (Aon Benfield, 2015). Today 

                                                 
*  Corresponding author: Tel.: +41 71 244 7971. 

E-mail address: jan.wirfs@unisg.ch (J. H. Wirfs). 
The author gratefully acknowledges the financial support provided by the Geneva Association (Geneva Asso-
ciation’s Research Grant on Cyber Risk in 2016). I also thank Semir Ben Ammar, Christian Biener, Alexander 
Braun, Martin Eling, Felix Hentschel, Daliana Luca, Veselina Milanova, Lukas Reichel, and Philipp Schaper 
for their helpful suggestions that substantially improved this paper. In addition, the paper greatly benefitted 
from discussions with conference participants at the 2016 Annual Conference of the Asia-Pacific Risk and 
Insurance Association (APRIA) in Chengdu, in particular with W. Jean Kwon and Soichiro Moridaira, and at 
a research seminar in St. Gallen with Randy E. Dumm in May 2016. 

1  There are several examples for the economic and social relevance of cyber risk. For instance, McAfee (2014) 
evaluates the annual costs to the global economy from cybercrime at more than US$ 400 billion (US$ 200 billion 
only in the four largest economies: US, China, Japan, and Germany). Those costs are up to 1.6% of GDP, 
depending on the country. Furthermore, McAfee estimates that cyber risk could cause as many as 150,000 Eu-
ropeans to lose their jobs. Estimates from 2010 already determine the costs of global cybercrime to range from 
about US$ 100 billion to US$ 1 trillion (Kshetri, 2010), indicating a huge loss potential. Furthermore, discus-
sions about cyber catastrophes gain significant importance in literature; see, e.g., Ruffle et al. (2014), Lloyd’s 
(2015), or Long Finance (2015). 
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the cyber risk insurance market is greatly underdeveloped and far below expectations.2 A central 

impediment to market development are challenges in the insurability of cyber risk (Biener, Eling, 

and Wirfs, 2015). In particular, correlations among risks hinder efficient pooling and risk pools 

are too small. Moreover, the absence of reliable data, the dynamic nature of cyber risk, infor-

mation asymmetries, and restrictive contract designs (e.g., cover limits) all impede market 

growth. Discussions with stakeholders in the insurance and reinsurance industry, however, 

clearly illustrate the increasing interest in the topic and show that insurance companies would 

be willing to enter a cyber risk insurance market, if certain obstacles to insurability were re-

moved. In this context, market participants emphasize the need for governmental intervention. 

They call for governmental risk transfer mechanisms that proved useful for other risk categories 

(e.g., natural catastrophe risk) to be adapted to cyber risks (Gray, 2015). We build upon these 

observations and investigate potential schemes to organize risk transfer for cyber risk that over-

come these challenges to insurability. 

The main goal of this paper is to investigate potential risk transfer schemes for cyber risk, which 

can improve its insurability and encourage market development. We define five potential risk 

transfer layers which can engage into the risk transfer market: the risk owner, primary insurers, 

reinsurers, capital markets, and the government. For each party we derive risk transfer instru-

ments and evaluate their impact on the development of a cyber insurance market in a simulation 

approach. We propose a modeling framework for all potential stakeholders in the risk transfer 

market based on standards from expected utility theory. Scenario analysis is applied to test how 

the suggested risk transfer options can handle the financial implications resulting from cyber-

related scenarios. 

The literature comprises work on the modeling of cyber insurance markets with respect to dif-

ferent challenges to the insurability of cyber risk. For instance, Böhme (2005) and Böhme and 

Kataria (2006) analyze insurance markets in the presence of correlated cyber risks. Bandyopadh-

yay et al. (2009) and Shetty et al. (2010) investigate cyber insurance markets under the assump-

tion of information asymmetries. Other research addresses the interdependence in security sys-

tems (e.g., Bolot and Lelarge, 2009). Böhme and Schwartz (2010) provide a comprehensive 

review of cyber-related literature in this area up to 2010.3 Mukhopadhyay et al. (2013) define a 

                                                 
2  Estimates back in 2003 for 2005 expected US premiums to reach already US$3.6 billion (III, 2003). However, 

these expectations are not met. More than a decade later the annual premium volume for the US and Europe 
together (the major two markets) is valued at about US$3 billion for 2014 (Advisen, 2015). 

3  Several other papers were published in this area, focusing only on one of the parties in the cyber insurance 
market; e.g., Öğüt et al. (2011) or Herath and Herath (2011). 
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copula-based Bayesian Belief Network to assess potential policyholders’ exposure to cyber risk. 

The assessment facilitates the policyholder’s decision to buy or not buy cyber insurance. In ad-

dition, Mukhopadhyay et al. (2013) propose models that allow insurance companies to design 

and evaluate the appropriateness of insurance contracts. However, all these setups model only 

the first stage of a cyber risk transfer market (i.e., the relationship between policyholders and the 

primary insurer), with respect to some of the challenges in insurability. Our analysis extends the 

models of a primary insurance market by incorporating a reinsurance industry, capital market 

solutions, and two measures for governmental intervention. In addition, we incorporate most of 

the challenges in insurability. 

To the best of our knowledge, this paper is the first to analyze the risk transfer market for cyber 

risk beyond the primary insurance market.4 The suggested setup enables the analysis of potential 

risk transfer schemes for cyber risk and their impact on market development under the consid-

eration of the main impediments to insurability. Additionally, we contribute to the literature by 

providing deeper insights into the underrepresented strand of literature about cyber risk in the 

domain of risk and insurance. We test the appropriateness of innovative risk transfer solutions 

(e.g., risk transfer by capital market solutions) in the management of cyber risk and contribute 

to the adequacy evaluation of primary insurance and reinsurance products to cover cyber risks. 

The scenario analysis validates the appropriateness of those instruments for different cyber risk 

developments. Our results are also important for regulators because they provide insights about 

how to structure the market and how to respond to catastrophic cyber incidents. 

The results show that without any further opportunity to transfer risk, insurers offer only insur-

ance contracts with small cover limits. Those are unattractive to policyholders, which explains 

the small insurance market. Market size increases with the promotion of reinsurance and capital 

market solutions. However, the challenges in insurability of cyber risk significantly decrease 

market size. For instance, with increasing severity of scenarios, the market decreases and the 

analyzed risk transfer mechanisms cannot compensate for these effects. Only the establishment 

of an insurance pool fosters market development for extreme scenarios. Unfortunately, the ef-

fectiveness of this instrument is impaired if losses are correlated. Minimum mitigation stand-

ards could alleviate the problems caused by correlated losses. Under worst-case scenarios none 

of the analyzed risk transfer instruments can prevent a cyber insurance market from its non-

existence. Under these circumstances, instruments under which the government actively covers 

risks (e.g., a governmental backstop as in terrorism risks) seem to be the ultimate choice. 

                                                 
4  We discuss an initial version of our model in Eling and Wirfs (2016a). 
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The remainder of this article is structured as follows. Section 2 defines the modeling framework 

and illustrates the potential risk transfer options for a primary insurer. We also discuss the in-

clusion of the challenges in insurability to the model. In Section 3, we discuss the empirical 

results. Section 4 concludes. 

2 The Risk Transfer Modeling Framework 
2.1 A Primary Insurance Market for Cyber Risk 
For our model, we consider a market with an exemplary insurance company that issues cyber 

insurance policies to nPI identical risk-averse individuals. We assume that these individuals (we 

will call them risk owners) have an initial wealth W0, and face a stochastic loss of size X, that 

occurs with a probability of p. For the modeling of X we refer to Appendix A for more details. 

We define the insurance contract offered by the primary insurer by the function IPI(X) (IPI = in-

demnity), with 0 ≤ IPI(X) ≤ X. For taking over the amount of IPI(X) from the risk owner’s loss, 

the insurer charges a premium PRO. The risk owners are defined to be risk-averse, with a utility 

function URO describing their risk preferences (URO is a twice continuously differentiable von 

Neumann-Morgenstern utility function, as, e.g., in Cummins and Mahul, 2004). From this setup 

we derive the risk owner’s demand decision for the cyber insurance policy by the following 

inequality: 

( )( ) ( )0 0
RO RO PI ROE U W P X I X E U W X   − − + ≥ −    . (1) 

The risk owner purchases insurance if the expected utility with insurance is greater than the 

expected utility without coverage. 

Based on the assumptions for the risk owner, the exemplary primary insurer holds a cyber in-

surance portfolio of nPI contracts, for which the aggregated loss of 

( )
1

PIn
PI PI

i
i

L I X
=

=∑  

has to be settled. Xi denotes the random loss from the i-th contract in the insurer’s portfolio. As 

for the risk owner, the primary insurer holds total initial funds, denoted by A0,PI. In addition to 

the initial funds, the insurer receives premium payments from each policyholder. The total 

amount of premiums earned is 

,

1

PIn
PI earned RO

i
i

P P
=

=∑ , 

where PiRO is the premium payment from the i-th policyholder in the portfolio. 
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The primary insurer’s decision to offer insurance to the risk owner depends on its risk appetite. 

The literature presents two strands of decision processing in insurance companies. Insurers are 

risk-neutral or risk-averse in terms of their decision to offer insurance.5 The assumption of risk-

neutrality and risk-aversion has not yet been determined. Risk-neutrality is equivalent to the 

assumption that the decision for or against offering insurance to policyholders is based solely 

on (expected) profit maximization. The justification for this definition is based on the assump-

tion that insurance companies can adequately diversify and have access to sufficient reinsurance 

(Kelly and Kleffner, 2003). However, literature for cyber risk shows that the arguments that 

justify risk-neutral behavior in insurance companies do not exist for cyber risk. According to 

Biener, Eling, and Wirfs (2015) risk pools are relatively small, thus hindering efficient pooling, 

and reinsurance is virtually nonexistent. We thus suppose that the insurer is risk-averse in terms 

of offering cyber insurance. We model this by the introduction of a utility function UPI that 

describes the insurance management’s preferences to cover losses from cyber risk. This has 

already been done in literature; for instance, Kelly and Kleffner (2003) analyze both risk-aver-

sion and risk-neutrality, while Golubin (2014) assumes only risk-aversion. It has also been as-

sumed for the primary insurance decisions to buy reinsurance; see Mossin (1986) or Cummins 

and Mahul (2004).6 

Under the assumption of risk-aversion decision to supply insurance coverage is given by 

( ) ( ),
0, 0,

PI PI earned PI PI
PI PIE U A P L E U A   + − ≥    . (2) 

The primary insurer would enter the market only if the expected utility of offering insurance 

contract IPI to nPI individuals outweighs the expected utility of not entering the market. 

Based on the definition of inequality (1) and (2), the model allows to test – given a particular 

insurance contract IPI – if the risk owner and the insurance company would enter the market 

(respectively, buy and offer the product). The simulation approach is grounded in the test of 

various contract specifications IPI and the measurement of how many of them are feasible (i.e., 

inequality (1) and (2) must be satisfied simultaneously). The number of feasible solutions is an 

indicator of market size. We use here a simplistic measure: the ratio of feasible solutions to 

                                                 
5  Note that most of the literature for these models formulates this in a way that “insurance companies are risk-

neutral or risk-averse” (e.g., Kelly and Kleffner, 2003; Schlesinger, 2013; and many more). However, it is 
important to us that this refers always to the way decisions are made in the company; in other words it refers 
to the behavior of decision-making units. For the decision to underwrite a particular risk this would be the 
behavior of the insurer’s risk management unit. 

6  However, since literature has not conclusively supported neither the assumption for risk-aversion nor risk-
neutrality, we follow Kelly and Kleffner’s (2003) approach, and investigate the impact of this assumption in 
the appendix; in other words we analyze risk-aversion in the main part of the paper and risk-neutrality in Ap-
pendix C. 



7 

 

tested contract designs. In the next step, we investigate how this size changes with the integra-

tion of insurability challenges and the inclusion of further layers of risk transfer (reinsurance, 

capital markets, and governmental intervention), providing an indicator for the development of 

the cyber insurance market. When economists describe the level of insurance market develop-

ment, they consult figures such as insurance density (ratio of premiums underwritten to total 

population) or the insurance penetration rate (premiums underwritten to GPD); see, e.g., Outre-

ville (2013). Therefore, we add a second size measure based on the potential premiums earned 

in the exemplary market. Since we have different contracts IPI with different premiums, we 

compute the average premium in the market. An estimation of an insurance density or a pene-

tration rate is impossible in this case, since we lack the reference measures in our analysis (total 

population or GPD). 

2.2 Modeling the Challenges to Insurability 
The model defined so far describes a general primary insurance market. According to Biener, 

Eling, and Wirfs (2015), several difficulties in the insurability of cyber risk hinder market de-

velopment. We discuss how to include and account for these difficulties in the basic model of 

Section 2.1. 

 

Correlation among Cyber Risks 

One obstacle to the insurability of cyber risk is the correlation among cyber risks (Biener, Eling, 

and Wirfs, 2015). We account for this effect in our simulation by generating correlated losses 

in insurers’ portfolios. Our approach stems from Cossette et al. (2002), who define two ap-

proaches to model dependence in portfolios: risk arrival processes and copulas. In the former 

they define the dependence in insurance portfolios by a risk arrival process that is represented 

by three random variables, each corresponding to an individual, collective, and class risk factor. 

We choose each factor to model the dependence of losses for the risk owner (individual), the 

primary insurers’ (collective) and reinsurers’ (class) portfolios. 

Böhme (2005) and Böhme and Kataria (2006) have addressed correlation in cyber insurance 

markets within the field of technology. Our model setup is similar to Böhme and Kataria’s 

(2006) in two ways. First, they propose a mixture of a risk arrival process and a copula approach 

to model correlation for the demand- and supply-side of cyber insurance. Second, the demand-

decision is based on expected utility theory, while the supply-side decision is based on profit-

maximization with a solvency constraint (see the analysis in Appendix C). The two approaches 

differ in that Cossette et al. (2002) allows the incorporation of distributional assumptions for 
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the loss sizes (e.g., the heaviness of losses is incorporated; see, Eling and Wirfs, 2016b). Fur-

thermore, our setup allows the analysis of further risk transfer layers, also under the assumption 

of correlated losses. These differences also apply to Böhme (2005). The model used therein 

generates correlated losses in the insurer’s portfolio by a correlation of loss occurrences to a 

latent systemic risk random variable. This approach is also different from the one discussed in 

Cossette et al. (2002). The decision model (expected utility theory for policyholders, and profit-

maximization for insurers) is identical to the one in Böhme and Kataria (2006) and our approach 

in Appendix C. 

 

Information Asymmetries in Cyber Risks 

Another insurability challenge addressed in the literature is that of information asymmetries. In 

Section 2.1 we assume identical risk owners, which allows us to solely focus on moral hazard 

effects. We adjust the model by allowing risk owners to invest in risk mitigation measures7 or 

reduce their cyber security expenditures. For this analysis we adopt a setup similar to Kelly and 

Kleffner’s (2003). We define the risk owner’s loss from cyber risk after investing the amount r 

(ex-ante) in mitigation measures by 

( ) rX r X e β−= ⋅ , 

where X is the original risk owner’s exposure, and β is a parameter measuring the effectiveness 

of the mitigation instrument. Note that we do not restrict r ≥ 0, which allows for the analysis of 

moral hazard effects. Inequality (1) thus changes to 

( ) ( )( )( ) ( )( )0 0
RO RO PI ROE U W r P X r I X r E U W r X r   − − − + ≥ − −  

. (1.1) 

The investments in mitigation are difficult to observe for the primary insurer or are connected 

with high costs (see, e.g., Shetty at al., 2010). Therefore, we assume that the primary insurer 

cannot determine the amount r invested. This leads to an unchanged primary insurer’s solution 

constraints (inequality (2)). In addition, the premium PRO for the insurance contract is the same 

as in Section 2.1. 

Shetty et al. (2010) incorporate moral hazard into a model for a cyber insurance market.8 They 

propose an insurance market model with a risk-averse policyholder that can buy insurance 

                                                 
7  We define mitigation measures to be all instruments that lower the loss size. This has been denoted “self-

insurance” by Ehrlich and Becker (1972). We thus do not incorporate self-protection measures that reduce the 
probability of loss occurrence (see also Ehrlich and Becker, 1972, for the definition of self-protection). 

8  Bandyopadhyay et al. (2009) discuss an insurer’s reaction to uncertainties about losses from cyber incidents 
and asymmetric information. They do not describe a model to analyze a cyber insurance market, but find that 
insurers respond to those uncertainties with high deductibles and low cover limits. 
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and/or mitigation, and a risk-neutral insurance company. However, their primary focus is not 

on the insurance market itself, but on the mitigation incentives insurance can provide and their 

effect on overall network security. The insurance market model is similar to the one in Section 

2.1, while the inclusion of mitigation measures is more technical and related to actual network 

specifics than just a pure investment amount, as in our approach. Shetty et al. (2010) find that 

insurance is effective in the management of cyber risk, but it cannot give users an incentive to 

mitigate. This is due to network externalities, in other words the moral hazard effects present 

in cyber risk. 

 

Changing Nature of Cyber Risks 

Another problem with the insurability of cyber risk is its changing nature by virtue of new 

standards, regulations and technologies (see, e.g., Biener, Eling, and Wirfs, 2015). To account 

for this dynamism we use scenario analysis. We define three scenarios based on different as-

sumptions about the loss exposure for the risk owner (and consequently for the other layers; see 

Appendix A for more information on the loss modeling). Scenario 1 is the base scenario and 

relies on the total observed losses in the cyber loss database. Scenario 2 defines extreme losses. 

Based on the analyses in Eling and Wirfs (2010b), this data exhibits extreme cases for losses 

above a 56% threshold. This scenario thus rests on only 44% of the highest losses in the data-

base. Finally, scenario 3 is not based on real loss data, but estimates a worst-case scenario de-

fined in the literature. WEF (2010) and Ruffle et al. (2014) both study a timely restricted critical 

information infrastructure breakdown, amounting to total losses of about US$250 billion to the 

industry. In WEF (2010) the probability of occurrence of such an event is estimated at 10%. 

We use this information to define a scenario in which our market faces a US$250 billion loss. 

The amount is distributed equally to all risk owners. We assume that this event happens with a 

10% probability and affects all risk owners simultaneously. The event leads to an accumulation 

of losses (correlation of 1) in the primary insurer’s portfolio. To the best of our knowledge, no 

study that models an insurance market has applied a scenario approach before. 
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Further Challenges in the Insurability of Cyber Risks 

The model adjustments do not explicitly cover all challenges to the insurability of cyber risk, 

however, the model itself does allow for their analysis. Biener, Eling, and Wirfs (2015) find 

that risk pools are relatively small and that efficient pooling is impaired. We can easily analyze 

the effect of changing portfolio sizes on market development. The general absence of reliable 

data is compensated for by the estimation of risk exposures based on cyber incident loss data 

given by an operational risk database (see Appendix A). Finally, current cyber insurance poli-

cies exhibit cover limits, deductibles, and exclusions (Biener et al., 2015). The effect of restric-

tive contract designs is investigated by the variation in contract specifications in the simulation 

approach. Table 1 summarizes the challenges in the insurability of cyber risk based on Biener, 

Eling, and Wirfs (2015) and how they are incorporated in the simulation approach. 

Table 1 Challenges in Insurability of Cyber Risk and Integration in the Model 
Challenges in Insura-
bility 

Integration in the Model 

Correlations among 
cyber risks 

Inclusion of correlation in the (re-)insurer’s portfolios by the approach discussed 
in Cossette et al. (2002). 

  

Information asymme-
tries 

Accounting for moral hazard by the inclusion of the effects of mitigation on the 
demand of cyber risk insurance, analog to the discussions in Kelly and Kleffner 
(2003). 

  

Dynamic nature of 
cyber risk 

Scenario analysis and inclusion of a cyber catastrophe (worst-case) event as de-
scribed in WEF (2010) and Ruffle et al. (2014). 

  

Extant risk pools are too 
small 

Effect of portfolio sizes is analyzed by the variation of portfolio sizes; in addition, 
the effect of an insurance pool is incorporated. 

  

Wide absence of reliable 
data 

Analysis of a cyber risk database which is derived from operational risk (SAS 
Global OpRisk dataset). 

  

Restrictive contract de-
signs (e.g., cover limits) 

Variation of contract specifications (e.g., deductibles, cover limits in the primary 
insurance contracts, retention levels in the reinsurance contracts) in the simulation 
approach. 

 

2.3 Risk Transfer by Reinsurance 
This section defines the first risk transfer solution for a primary insurer. We include a reinsur-

ance company that covers IRE(LPI) (0 ≤ IRE(LPI) ≤ LPI) of the aggregated primary insurer’s loss 

LPI and charges a premium of PPI. In this case, the primary insurer’s decision constraint changes 

to 

( )( ) ( ),
0, 0,

PI PI PI earned PI RE PI PI
PI PIE U A P P L I L E U A   − + − + ≥   

. (3) 

The reinsurance company is modeled similarly to the primary insurer. We assume an exemplary 

reinsurance company with a portfolio of nRE reinsurance contracts. For each contract, the rein-

surer covers IRE(LPI,i) of the i-th reinsurance contract’s loss in exchange for the premium PPI,i. 

The aggregated loss payed by the reinsurer is then 
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( ),

1

REn
RE RE PI i

i
L I L

=

=∑ , 

and the total premiums earned by the reinsurance company are 

, ,

1

REn
RE earned PI i

i
P P

=

=∑ . 

In addition, we assume the reinsurer has an initial capital A0, RE. For a utility function URE, the 

reinsurer’s decision to offer reinsurance is described by 

( ) ( ),
0, 0,

RE RE earned RE RE
RE REE U A P L E U A   + − ≥    . (4) 

Only if constraints (1), (3), and (4) are satisfied simultaneously for specific IPI and IRE, does a 

market for cyber insurance thrive. 

2.4 Risk Transfer by Capital Market Solutions 
Over the last year, the risk transfer for cyber risk by capital market solutions has attracted sig-

nificant interest in practice. For instance, an industry study by Traynor et al. (2016) discusses 

the coverage of cyber risk by cyber catastrophe bonds. Their results point out that, in particular, 

catastrophic cyber risk events could be well securitized by capital market solutions; however, 

before this can be done, there must be significant progress in aggregating and modeling of cyber 

risk. Moreover, an operational risk catastrophe bond launched in May 2016 also covers IT sys-

tem failures that cause business interruption, accounting, or documentation errors, which could 

be counted as cyber risk (Artemis, 2016). In the academic literature, Pandey and Snekkenes 

(2016) investigate capital market-based financial instruments (e.g., options, vanilla options, 

swaps, and futures) to address limitations in the cyber insurance and reinsurance markets. They 

find that these tools can solve at least some of the problems in insurance markets. 

The relevance of a capital market solution as discussed in the literature justifies its inclusion in 

the model. We define a “cyber cat bond” and apply it in two models: (a) replacing the reinsurer 

in the previous model (Section 2.3), and (b) a capital market solution that covers losses from a 

reinsurer. The approach used for the modeling of the capital market follows the one proposed 

by Kunreuther, Kleindorfer, and Grossi (2005).9 We assume a sponsor (primary insurer in (a) 

or reinsurer in (b)) that issues a cyber risk cat bond (similar to a natural catastrophe bond) and 

pays investors an interest payment rCyber Cat in exchange for their guarantee to provide funds in 

                                                 
9  The definition in this part of the model is already very specific and cannot be adjusted flexibly as the definitions 

of IPI and IRE. However, we can provide a first indication of how capital market solutions could affect the 
market development in a cyber insurance market. 
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case of a disastrous cyber loss faced by the sponsor. For the implementation of the cyber cat 

bond we assume a one-period time horizon.10 We assume an exemplary investor making a pay-

ment to the sponsor of 

( )1 Zero Coupon

B
r −+

, 

where rZero-Coupon is the promised return on the zero-coupon catastrophe bond and B is the face 

value (promised value of the zero-coupon bond (payment if no loss is triggered)). At the end of 

the contract period, the investor receives the face value less the potential indemnity payments 

to the (a) insurance or (b) reinsurance company. The payments made from the cyber cat bond 

to the investors are thus given by 

( ) ( )Investors InsurerPayout L B Payout L= − . 

We define the payout from the cyber cat bond to the (re-)insurance companies by the formula: 

( ) { }{ }min max ;0 ;InsurerPayout L L AP K= − , 

where L denotes the sponsor’s loss (random) variable (i.e., L = LPI if the model is attached to 

the primary insurance layer (model (a)), and L = LRE in the case of attachment to the reinsurance 

layer (model (b))). The other parameters in this definition of the payout are as follows: 

- Parameter AP is the attachment point (trigger) and defines the value that needs to be 
exceeded by loss L such that the bond pays the indemnity. In the analysis we define an 
indemnity triggered cat bond (see, e.g., Kunreuther, Kleindorfer, and Grossi, 2005). At 
the time of writing this paper, we were not aware of a parametric cyber-related index 
that would have been applicable as another trigger option. 

- K (≤ B) specifies the maximum value the bond will pay above the attachment point.11 
In model (a) the feasibility constraint (2) changes to 

( )( ) ( ),
0, 0,

PI Zero Coupon PI earned PI Insurers PI PI
PI PIE U A B r P L Payout L E U A−   − ⋅ + − + ≥   

, (2.1) 

and in model (b) constraint (4) changes to  

( )( ) ( ),
0, 0,

RE Zero Coupon RE earned RE Insurer RE RE
RE REE U A B r P L Payout L E U A−   − ⋅ + − + ≥   

. (4.1) 

Note, that in (2.1) and (4.1) the interest payments B·rZero-Coupon must be considered. 

 

                                                 
10  In general, cat bonds are multi-year protection (see, e.g., Ben Ammar, Braun, and Eling, 2015), meaning that 

the assumption of a one-year contract as in a reinsurance contract might not be quite feasible here. Because of 
simplicity and the alignment to the general model setup, we need to accept this limitation here. 

11  Note that Kunreuther, Kleindorfer, and Grossi (2005) define the cat bond with a co-payment rate that defines 
the fraction of losses to be paid by the bond holder for losses exceeding AP. For simplicity, we leave the 
analysis of such effects to research in cyber cat bonds. 
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For the capital market investor we derive the actual return RCyber Cat from the following equa-

tions. The overall return is estimated by 

( )

( )

( ) ( )1
1

1

Zero Coupon InsurerInsurer
Cyber Cat Zero Coupon

Zero Coupon

r Payout LB Payout L
R rB B

r

−
−

−

+ ⋅−
= − = −

+

. 

RCyber Cat depends on the random variable PayoutInsurer(L), and so RCyber Cat itself is a random 

variable. The decision criterion for the investor is then determined by: 
Cyber Cat risk free

Cyber Cat

E R r
S

Var R

−  −  ≥
  

. (5) 

We determine solutions as feasible (i.e., part of the investor’s solution) only if the estimated 

annual return to the investor is higher than a benchmark value S. Thus, for the interest payment 

we assume that investors demand a Sharpe ratio of S, which describes the excess return required 

by investors for an additional unit of risk (Kunreuther, Kleindorfer, and Grossi, 2005).12 Over-

all, constraints (1), (2.1), and (5) form the decision criteria that must be satisfied if the primary 

insurer issues the bond (model (a)). If the reinsurer issues the bond (model (b)), constraints (1), 

(3), (4.1), and (5) must be satisfied. 

2.5 Risk Transfer by Governmental Intervention 
Market participants point to the fairly intractable insurability problems, emphasize the need for 

governmental intervention and call for mechanisms already in place for protection against cat-

astrophic risk from natural events (Gray, 2015). Potential instruments for governmental in-

volvement are manifold and can be structured into approaches in which the state directly enters 

the risk transfer market (e.g., “State as Primary Insurer” or “State as Reinsurer of Last Resort”, 

see OECD, 2005), and those in which the government sets the regulatory framework to improve 

insurability (e.g., the introduction of reporting obligations, already standard in the US; and 

which have been defined and will take effect in the EU in 2018; European Union, 2016). The 

direct risk transfer is a special variant of the models described in the previous sections. In the 

following, we analyze two indirect approaches of governmental intervention. First, we measure 

the effects of minimum standards for mitigation. This model is based on the adjustments of 

Section 2.2 for the moral hazard analysis. While we assumed in Section 2.2 that the primary 

                                                 
12  Note that investors do not solely price the value of a cat bond by a Sharpe ratio, but for simplicity we assume 

this set-up here. They might also incorporate metrics like the spread as a measure of expected loss in their 
decision processes (see, e.g., Ben Ammar, Braun, and Eling, 2015). 
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insurer cannot observe the investment r into mitigation measures, under the minimum mitiga-

tion standard this is possible. In addition, the insurer can observe the real loss X(r) and adjust 

its premiums. The constraint (2) changes to 

( ) ( ), , ,
0, 0,

PI PI earned mitigation PI mitigation PI
PI PIE U A P L E U A   + − ≥    , (2.2) 

with premiums PPI, earned, mitigation and LPI, mitigation based on the indemnity payments IPI(X(r)) and 

not on the original IPI(X). 

Furthermore, we introduce the effect of an insurance pool solution. This has already been dis-

cussed in practice. For instance, Long Finance (2015) discusses a public-private cyber catastro-

phe reinsurance scheme for the UK that provides risk transfer for participating primary insurers. 

They find that such a scheme can enable the insurance industry to manage the huge risks to 

their balance sheets, if they offer cyber insurance. The scheme also has some additional ad-

vantages. It generates risk pools that can be transferred more efficiently to capital markets, 

encourages information and data sharing, and facilitates the definition of standards or best prac-

tices (Long Finance, 2015). 

Since the logic behind the installment of insurance pools is the same as the logic that single 

insurers apply for their portfolios, only on a larger scale (see Kraut, 2014), this model enables 

the analysis of insurance pools. For instance, the model allows the analysis of effects connected 

with the portfolio size nPI for a pool solution on primary insurer level. In addition, with the pool 

scheme cyber insurance collectives and experience with cyber risk increase. This both reduces 

uncertainty such that smaller security loadings for the premiums should be possible (see, e.g., 

Gatzert and Schmeiser, 2012). 

3 Empirical Results 
3.1 Model Calibration 
Utility Function 

The function used in the results is defined by 

( ) [ ] [ ],
2

U w E w Var wαα = − , 

with α ≥ 0, being the risk-aversion parameter (see, e.g., Carmona, 2009). For the definition of 

an appropriate utility function we face two challenges. First, not all of the general utility ap-

proaches are applicable (e.g., utilities with constant relative risk aversion; see Ikefuji et al., 

2014) because cyber losses are heavy-tailed (see Eling and Wirfs, 2016b). Second, most of the 

utility functions assume that the wealth w is non-negative. For the extreme losses that will occur 
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in the simulation approach, we would have to assume unrealistically high amounts of initial 

capital to keep the final wealth states positive.13 We choose the above utility function because 

it allows for non-negative wealth states, and can easily be implemented in a simulation ap-

proach. Furthermore, it allows analyses of diversification effects in the insurance portfolios 

(see, e.g., Gatzert and Schmeiser, 2012).14 

 

Risk Transfer Instruments 

Analyses of insurance policies for cyber risk indicate that contracts are defined with cover limits 

(Biener et al., 2015). In addition, we incorporate deductibles to allow for moral hazard preven-

tion. The indemnity function IPI(X) in the primary insurance market is thus defined by 

( ) { }{ }; , min max 0, ,PII X C D X D C= − , 

where C denotes the cover limit and D the deductible. Cummins and Mahul (2004) analyze 

effects connected to insurance contracts with upper limits on coverage. Their main result is that 

risk-averse policyholders accept deductibles greater than zero in the presence of cover limits. 

For the reinsurance contract IRE we choose a similar approach as for the primary insurance 

contract. We define IRE as 

( ) { }{ }; , min max 0, ,RE PI RE RE PI RE REI L C D L D C= − . 

DRE denotes the retention level, and CRE defines the cover limit. In this paper we look at an 

excess-of-loss reinsurance contract with an upper limit, i.e., CRE < ∞. 

 

Premiums 

We define the premiums PRO (for the risk transfer instrument IPI) and PPI (for the risk transfer 

instrument IRE) by the expectation pricing principle described in Embrechts (2000). Premiums 

are defined as 

( )(1 ) ; ,P E I X C Dλ= + ⋅    , 

where E[I(X; C, D)] (expected value of the indemnity payment) is the net premium and 

λ·E[I(X; C, D)] a (proportional) uncertainty loading (with λ ≥ 0). The motivation for this load-

ing is provided in Kunreuther, Hogarth, and Meszaros (1993). The authors find that actuaries, 

                                                 
13  An additional solvency constraint for each individual resolves this problem. We present robustness results for 

such a constrained approach in Appendix C. The results underline our findings without such constraints. 
14  As a robustness test, we computed our results for an exponential utility function, which – according to Ikefuji 

et al. (2014) – provides an adequate model for the analysis. The results are similar to the findings in the main 
part of this paper, and are available upon request. 
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underwriters, and reinsurers are risk-averse when setting premiums for ambiguous and uncer-

tain risks. Currently, cyber risks are still ambiguous and uncertain, so risk-averse pricing be-

havior can be expected. To account for expenses in the contract (e.g., for administration) we 

add a fixed risk loading λfix (i.e., P = (1+λ)·E[I(X;C,D)]+λfix). For the assumption of a fair pre-

mium we set λ = λfix = 0. 

 

Further Parameters 

The analysis depends on the definition of several parameters. Market observations and expert 

opinions (e.g., survey results from practitioners in the insurance industry; see Eling and Wirfs, 

2016a) motivate the choice of model parameters. Table 2 summarizes all parameter values, with 

a short description and a rationale for their choice. Robustness tests to verify the results with 

respect to these assumption are available upon request. 

3.2 Results of the Simulation Approach 
In a first step we look closely at the relationship between the risk owner and the primary insurer 

and explain the evaluation approach described in Section 2.1. For the insurance contract IPI 

defined in Section 3.1, we evaluate different combinations of cover limits C and deductibles D. 

For all combinations, we compute the risk owner’s and primary insurer’s utility with and with-

out the insurance contract. These numbers are then used in constraints (1) and (2) of Section 

2.1 to determine if the risk owner would buy and/or the primary insurer would offer the insur-

ance contract. Figure 1 shows the (C, D)-combinations which are feasible for the risk owner 

(a), the primary insurer (b), and the solutions’ overlap (c); in other words, all solutions that are 

present in both (a) and (b). 

Figure 1 Results for the Risk Owner-Primary Insurer-Relationship (Reference) 

   
(a) Risk owner (b) Primary insurer (c) Overlap 
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Table 2 Parameter Definition 
Param-
eter 

Value Description Motivation 

Panel A: Reference Model with Risk Owner and Primary Insurer 
X Random variable Random variable describing the losses at the risk owner level. The losses are generated 

by resampling of cyber risk losses with replacement. A loss of size X occurs with prob-
ability p, and with a probability of (1-p) no loss occurs. See Appendix A how those as-
sumptions are used to generate losses for the other risk transfer layers. 

Standard model in actuarial science (e.g., Kaas et al., 2008, p. 18). Eling and Wirfs (2016b) analyze the distributional 
assumptions for cyber risk losses, and find that the generalized Pareto distribution (GPD) provides a reasonable fit for 
the cyber risk loss sample. We use resampling here, since the GPD estimated in Eling and Wirfs (2016b) is an infinite-
mean model, and thus provides unstable estimates if used in loss generation (see, e.g., Chavez-Demoulin et al., 2015). 

p 0.1 Probability that a loss of size X occurs Based on findings in WEF (2010). 
λRO 0.5 Risk loading factor for security loading in primary insurance premiums Based on historical loss ratios and expert opinions: loss ratios for the top 50 global property/casualty markets are on av-

erage 73% for 2010-2014 (Aon Benfield, 2014). We approximate the security loading by the inverse of the loss ratio 
(minus 1), which is 0.36 for the numbers above. The survey in Eling and Wirfs (2016a) shows that general property/lia-
bility contracts have a loading of 0.3. For new types of risk additional safety loadings of 0.2 are added to this amount. 

λRO-fixed US$1 m Fixed loading, describes costs in primary insurance premiums Based on historical expense ratios and expert opinions (survey in Eling and Wirfs, 2016a). 
αRO 6.0 Risk owner’s risk aversion parameter in the mean-standard deviation-utility function The parameter is motivated by the choice in Müller, Schmeiser, and Wagner (2011). Parameters greater than zero indi-

cate risk aversion. 
αPI 5.0 Primary insurer’s risk aversion parameter in the mean-standard-deviation-utility func-

tion 
Since primary insurers have the opportunity to diversify more adequately than individuals, we assume αPI < αRO. 

nPI 50 Number of policies in the primary insurer’s portfolio Based on expert opinions (survey in Eling and Wirfs, 2016a). For the diversification effects analysis we present results 
for nPI = 100 and 500. 

Panel B: Risk Transfer by Reinsurance 
λPI 0.5 Risk loading factor for security loading in reinsurance premiums Based on historical loss ratios and expert opinions; see also λRO. 

λPI-fixed US$3 m Fixed loading, describes costs in reinsurance premiums Based on historical expense ratios and expert opinions. 
αRE 4.0 Reinsurer’s risk aversion parameter in the mean-standard deviation-utility function Since reinsurers have the opportunity to diversify more adequately than primary insurers, we assume αRE < αPI. 
nRE 10 Number of policies in the reinsurer’s portfolio Based on expert opinions (survey in Eling and Wirfs, 2016a). 
DRE US$80 m Retention level in the excess-of-loss reinsurance contract We test contract designs with retention levels between US$10 and 300 million, in combination with cover limits between 

US$10 and 500 million and identified DRE and CRE as the design with the best results. CRE US$100 m Cover limit in the excess-of-loss reinsurance contract 
Panel C: Risk Transfer by Capital Market Solution issued (a) by the Primary Insurer and (b) by the Reinsurer 

B (a) US$500 m 
(b) US$500 m 

Face value of the cyber risk catastrophe bond (a) We test face values between US$10 million and US$500 million, and identified the one with the best results; (b) We 
test face values between US$10 million and US$500 million, and identified the one with the best results. 

AP (a) US$80 m 
(b) US$50 m 

Attachment point of the cyber risk catastrophe bond – the amount which must be ex-
ceeded by the loss before the bond pays an indemnity 

(a) This model presents an alternative to the reinsurance contract; therefore, we assume that the amount that has to be 
covered by the primary insurer is equal to the one in Panel B; (b) This value was up to variation, since the introduction of 
a risk transfer mechanism for the reinsurer was not in place in another model before. We choose the one that generates 
the biggest effect on the overall solutions in the reference model. 

K = B Maximal payment from the cyber risk catastrophe bond This parameter is similar to a cover limit in the reinsurance contract. In case the loss above the AP exceeds K all initial 
payments of the investor are used to cover the losses (worst outcome for investor). 

rZero-Cou-

pon 
3% Rate of return for the zero-coupon catastrophe bond This value is motivated by the average over USA 10-year zero-coupon yields for the last ten years (which is approxi-

mately 3.2%). 
rf 1% Risk-free interest rate (necessary to determine the excess return in the Sharpe ratio) Chosen relatively high in the current low-interest environment. It is only used in the computation of the Sharpe ratio 

where it leads to a conservative investor’s decision criterion, if it is too high (see Section 2.4). 
Sharpe 
ratio 

0.6 The Sharpe ratio: benchmark that must be exceeded by the investment such that the in-
vestor will buy the instrument 

The Sharpe ratio assumed in Kunreuther, Kleindorfer, and Grossi (2005) is 0.6. They ground this value on historical 
data. Investors will at least require the same benchmark for the uncertain and innovative risk category of cyber risk (even 
higher security premiums would be realistic). 

Panel D: Further Parameters for the Insurability Challenges Analysis 
β 0.00008 Parameter that indicates the effectiveness of mitigation instruments Parameter choice analog to the approach in Kelly and Kleffner (2003). 
r (a) US$ -0.5/-0.25m 

(b) US$ 0.5/0.25m 
(a) Case with Moral Hazard 
(b) Instruments for risk mitigation in place 

Parameters chosen such that effects are observable in the analysis. Robustness test are available upon request. 

Note: m = million. 
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The results for the risk owner indicate that if cover limits are included in the insurance contract, 

risk owners will accept deductibles. Initial verification tests indicate that the maximum deduct-

ible (with respect to a fixed cover limit), under which insurance contracts are still bought, in-

creases with higher premiums and greater risk aversion. Furthermore, the maximal acceptable 

deductible decreases with a growing cover limit (significant changes are only observable if 

higher values for the cover limits are plotted). All these effects are in line with the findings of 

papers that also analyze insurance contracts of the form IPI (e.g., Cummins and Mahul, 2004). 

The primary insurer, would only offer insurance contracts with cover limits of maximal US$100 

million, which is close to the values in the market (see, e.g., Finkle, 2015). The final result 

shows that only insurance contracts with deductibles up to about US$200 million and cover 

limits of about US$100 million are acceptable for both parties. Thus, an insurance market is 

possible only for constellations within these limits. 

Figure 1 depicts our analysis of the simulation approach. We evaluate the impact of the risk 

transfer instruments, discussed in Sections 2.3-2.5, on the cyber insurance market development. 

We analyze how the solution sets (Figure 1) change if a reinsurer or capital market investor 

provides risk transfer for the primary insurer. We measure this by the ratio of feasible insurance 

policy designs (area in Figure 1(c)) to the total number of contract designs tested. In addition, 

we estimate the average and total premiums that can be generated by these feasible solutions. 

The results for the example in Figure 1 are presented in the reference model, Panel A of Table 

3. This table also depicts the further analyses. 

The results in Panel A of Table 3 show that the insurance market without any further risk trans-

fer opportunities for the primary insurer is very small. If we introduce reinsurance contract or 

capital market solutions the market size increases only slightly, measured by the number of 

feasible insurance policies. However, average premiums increase significantly (from 

US$204,000 to US$518,000 in the case of a capital market solution issued by the primary in-

surer). This indicates that the new feasible contract designs – although there are only a few – 

cover significantly higher losses from the risk owner than the contracts that would be offered 

without further risk transfer for the primary insurer. Thus, the inclusion of a reinsurer or a cap-

ital market increase primary insurer’s ability to offer insurance contracts with higher cover lim-

its and/or lower deductibles, compared to the situation without those risk transfer opportunities. 
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Table 3 Market Development with Reinsurance and Capital Market Solutions under Challenges in the Insurability 
 Reference  Reinsurance  Capital Market (a)  Capital Market (b) 
 Total Solu-

tions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 
Panel A: Reference Setup 
Scenario 1 (Base) 12.279 0.204 (24.065)  13.215 0.271 (34.471)  13.632 0.518 (67.830)  12.279 0.295 (34.774) 
            
Panel B: Scenario Analysis – Dynamic Nature of Cyber Risk 
Scenario 2 (Extreme) 9.781 0.308 (28.914)  10.510 0.377 (38.045)  10.926 0.629 (66.093)  9.990 0.392 (37.595) 
Scenario 3 (Worst-case) 0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000) 
            
Panel C: Correlation in Portfolios 
PI – Low (q = 5%) 9.469 0.262 (23.841)  10.406 0.341 (34.050)  10.718 0.584 (60.199)  9.469 0.351 (31.957) 
PI – Medium (q = 20%) 8.741 0.354 (29.706)  8.949 0.479 (41.237)  9.886 0.685 (65.046)  9.053 0.441 (38.344) 
PI – High (q = 50%) 6.452 0.711 (44.066)  6.868 0.919 (60.654)  7.284 0.920 (64.417)  6.556 0.730 (46.011) 
            
Panel D :Information Asymmetry – Moral Hazard15 
r = US$ -0.5m invested 15.505 0.181 (26.960)  --- ---  --- ---  --- --- 
r = US$ -0.25m invested 13.424 0.197 (25.472)  --- ---  --- ---  --- --- 
r = US$ 0.25m invested 12.279 0.204 (24.065)  --- ---  --- ---  --- --- 
r = US$ 0.5m invested 10.302 0.218 (21.571)  --- ---  --- ---  --- --- 
            
Panel E: Effect of Primary Insurer’s Portfolio Size 
Medium (100 contracts) 20.812 0.286 (57.208)  20.916 0.317 (63.786)  20.916 0.409 (82.170)  20.916 0.294 (59.159) 
Large (500 contracts) 78.148 0.692 (519.723)  81.790 0.707 (555.739)  78.148 0.269 (202.375)  78.148 0.570 (428.312) 

Note: PI = primary insurer, m = million. 
 

                                                 
15  Since the primary insurer is not able to observe changes in the risk owner’s exposure, the cash-flows at the primary insurer level are equal to the reference setup under Panel A. 

Thus, results for reinsurance, capital market models (a) and (b) are equal to this setup, and thus not shown or discussed here. 
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We also observe that with increasing severity of losses (Panel B), market size decreases. In 

particular, for the worst-case scenario in which no simulated insurance contract is appropriate, 

a cyber insurance market is non-existent. Although reinsurance and capital market solutions 

can increase market size for the extreme scenario, they cannot compensate for the complete 

decrease in market size. This makes risk transfer mechanisms that have not been analyzed in 

the first four models vital; in other words, governmental intervention. It indicates that the ap-

propriateness of risk transfer solutions depends on the dynamic nature of cyber risk and under-

lines the importance of this challenge in insurability. 

The analysis of correlations in the primary insurer’s portfolio (Panel C) indicates that correla-

tion shrinks market size and is harmful to market development. This finding is in line with 

Böhme and Kataria (2006) who find that cyber insurance markets can thrive only when there 

are small correlations in insurance portfolios (low global correlation).16 The risk transfer by 

reinsurance and capital market solutions cannot fully offset these declines. The correlation of 

cyber risk incidents is thus a serious problem for the development of a mature cyber insurance 

market. 

Asymmetric information is another obstacle to cyber risk’s insurability. On the one hand we 

observe (Panel D) that the reduction of risk by mitigation decreases market size. This is ex-

plained by the fact that these measures reduce the risk owner’s exposure, but because primary 

insurers cannot observe these changes, premiums are not adjusted and thus remain too high for 

the risk owner’s exposure. Furthermore, we observe that investments must surpass a critical 

value (e.g., investments of US$ 0.5 million change market size, while US$ 0.25 million do not). 

On the other hand if risk owners disinvest (i.e., they reduce or fail to update their security stand-

ards) insurance markets increase, because the premiums are too low compared to the actual risk 

owner’s exposure. Therefore, moral hazard increases demand for cyber risk insurance. 

According to Biener, Eling, and Wirfs (2015) risk pools are too small and thus efficient diver-

sification is impaired. The analysis shows (Panel E) that increases in primary insurance portfo-

lios significantly increase market size. As for the base scenario (Panel A) the introduction of 

reinsurance or capital market solutions does not significantly increase the number of feasible 

contract designs, but it does increase the insurance premiums charged. This indicates the gen-

eration of potentially more feasible contracts for the risk owner (i.e., lower deductibles and/or 

higher cover limits). The results also show that the growth in risk pools has a greater impact on 

                                                 
16  This result is also in line with the findings of Böhme (2005) who shows that a large part of the market cannot 

be supplied because of correlated claims. 
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market development than does the introduction of additional risk transfer mechanisms. The 

results are based on the law of large numbers, according to which the variance of mean losses 

decreases if portfolios of mutually independent risks increase. Independence is given for the 

analysis in Panel E and is the crucial assumption for the observed result (that any increase in 

portfolio size is beneficial for market development). However, correlation between cyber risk 

incidents is a challenge to the insurability of cyber risk and independence is not necessarily 

given. The next section gives a detailed analysis of increased portfolios by the means of an 

insurance pool solution with respect to the challenges of insurability. 

3.3 Impact of Governmental Intervention 
In our model, the government can intervene in the cyber insurance market in two ways: (1) the 

state provides the framework for the implementation of an insurance pool; and (2) it sets a 

minimum standard for mitigation. For the analysis of (1) we define a primary insurance pool 

consisting of a merger of ten of our exemplary insurance companies; they generate a portfolio 

of 500 policies. From Table 3, Panel E, we know that an increase in portfolio size is conducive 

to market development. Furthermore, due to the expanded collective and, thus, potentially more 

experience, uncertainties with cyber risk decrease and lower security loadings for insurance 

premiums are possible (see, e.g., Gatzert and Schmeiser, 2012). Therefore, we further reduce 

the security loading factor from λRO = 0.5 to λRO = 0.3. The effect of smaller loading factors 

can be twofold. First, if loadings are smaller, premiums decrease, which makes some insurance 

contract designs more attractive for risk owners. Second, smaller loadings lead to smaller rev-

enues for the primary insurer, making some insurance contracts unattractive to underwrite. The 

effect on the market development is thus ambiguous. In combination with an increasing port-

folio size, we cannot provide a hypothesized effect for the market development at all. 

For the given definition of an insurance pool, the results in Table 4 show that the installment 

fosters market development. However, its effect on market development is smaller in total so-

lutions than for a single increase in portfolios size (see Panel E of Table 3 for 500 contracts). 

This indicates that the effects of decreasing loading factors described for the primary insurer 

outweigh the effect for the risk owner. However, under the insurance pool approach average 

premiums rise, indicating that insurance contracts with higher cover limits and/or lower deduct-

ibles can be offered to risk owners. The insurance pool solution can also foster market devel-

opment for extreme scenarios. These diversification effects work only in cases when losses are 

independent (law of large numbers). If losses in the portfolio correlate, the benefits of the di-

versification effect diminish (Panel C in Table 4). Nevertheless, markets are still bigger for an 
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insurance pool solution and correlated losses than in the reference insurance market with cor-

related losses (Panel C, column (1) of Table 4). 

Table 4 Market Development with an Insurance Pool Solution 
 (1) Reference 

(analog to Table 3) 
 (2) Insurance Pool 

(Primary insurance market without further risk 
transfer opportunities) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total 
Solutions 

(in %) 

Average (Total) 
Premium 

(in million US$) 
Panel A: Reference Setup 
Scenario 1 (Base) 12.279 0.204 (24.065)  64.152 1.514 (938.613) 
      
Panel B: Scenario Analysis – Dynamic Nature of Cyber Risk 
Scenario 2 (Extreme) 9.781 0.308 (28.914)  47.555 1.904 (870.352) 
Sce-
nario 3 (Worst-case) 0.000 0.000 (0.000)  0.000 0.000 (0.000) 

      
Panel C: Correlation in Portfolios 
PI – Low (q = 5%) 9.469 0.262 (23.841)  53.798 1.674 (865.539) 
PI – Me-
dium (q = 20%) 8.741 0.354 (29.706)  44.121 2.091 (886.531) 

PI – High (q = 50%) 6.452 0.711 (44.066)  37.357 3.160 (1134.294) 
Note: PI = primary insurer, m = million. 

The analysis in Table 4 shows that a pool solution is well suited to foster the growth of the 

cyber insurance market. However, high correlations and increases in severity of losses reduce 

their effectiveness (Panel B and C of Table 4). Nevertheless, our analysis shows that market 

size still increases even under correlation compared to the reference market. In addition, the 

installment of an insurance pool has advantages that have not yet been incorporated into this 

model. For instance, the pool could encourage information and data sharing, and facilitate the 

definition of standards and best practices (see, e.g., Long Finance, 2015). All these would re-

duce uncertainty, and eventually lead to an increase in market size. 

For the analysis of minimum mitigation standards, the primary insurer can monitor the status 

of the mitigation measures, and adjust the premiums accordingly. For the analysis of a mini-

mum mitigation standard we assume a government that forces every risk owner to invest US$ 

0.5 million in risk mitigation. The analysis in Panel D of Table 3 shows that security invest-

ments decrease market size, since the risk owner’s exposure and the charged premiums for 

insurance do not align for some contract designs. If the insurer adjusts the premium to the risk 

owner’s lower exposure, the market size further decreases in number of total solutions (see 

Table 5, Panel A). The adjustment decreases primary insurer’s revenues to the point that some 

contract designs might cease to be feasible. However, markets increase slightly with respect to 

the average premium measure. We observe a similar effect for the extreme scenario (see Panel 
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B of Table 5). Thus, the installment of a minimum standard for mitigation could increase pre-

miums. Furthermore, in Panel C of Table 5 we observe that the installment of a minimum mit-

igation standard is beneficial in the presence of correlated losses in portfolios. 

Table 5 Market Development with Minimum Mitigation Standards 
 (1) Mitigation Model 

(Mitigation Unknown to PI) 
 (2) Minimum Mitigation Stand-

ard 
 Total Solu-

tions 
(in %) 

Average (Total) Pre-
mium 

(in million US$) 

 Total 
Solutions 

(in %) 

Average (Total) 
Premium 

(in million US$) 
Panel A: Reference Setup 
r = US$ 0.5m invested 
in Scenario 1 (Base) 10.302 0.218 (21.571)  9.781 0.220 (20.656) 

      
Panel B: Scenario Analysis – Dynamic Nature of Cyber Risk 
Scenario 2 (Extreme) 6.660 0.363 (23.201)  6.660 0.369 (23.640) 
Sce-
nario 3 (Worst-case) 

0.000 0.000 (0.000)  0.000 0.000 (0.000) 

      
Panel C: Correlation in Portfolios 
PI – Low (q = 5%) 9.469 0.262 (23.841)  9.261 0.262 (23.362) 
PI – Me-
dium (q = 20%) 5.619 0.432 (23.330)  5.931 0.442 (25.179) 

PI – High (q = 50%) 6.243 0.622 (37.302)  6.452 0.711 (44.065) 
Note: PI = primary insurer, m = million. 

4 Conclusion 
This paper investigates potential risk transfer schemes for cyber risk that can improve its insur-

ability and foster market development. To the best of our knowledge, we are the first to use a 

simulation to compare different risk transfer options for cyber risk, incorporating all relevant 

stakeholders and most of the challenges in the insurability of cyber risk. 

Our results show that the current market is relatively small. Furthermore, we observe that the 

incorporation of reinsurance and capital market solutions can increase market size. It is thus 

interesting to promote those layers for cyber risk in the future. For instance, a better understand-

ing of cyber risk, its aggregation and modeling is necessary to securitize cyber risks by cyber 

cat bond products (see, e.g., Traynor, 2016). The analysis also shows that challenges in insura-

bility have a significant impact on the market size, especially the risk of change and correlations 

in portfolios. Insurance pools could be an effective instrument to increase market size, also 

under extreme scenarios. Unfortunately, insurance pools become less effective in the presence 

of correlation in portfolios. Nevertheless, the introduction of an insurance pool can have further 

advantages. For instance, the pool could encourage information and data sharing, and facilitate 

the definition of standards and best practices (see, e.g., Long Finance, 2015). The incorporation 

and discussion of insurance pools should thus be impelled by insurance companies and regula-
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tors. Similar approaches already proven useful for other risk categories (e.g., natural catastro-

phes, terrorism, or D&O insurance) that also exhibited significant challenges in insurability. 

The installment of a minimum standard for mitigation proved to be useful in the presence of 

correlation in portfolios, albeit to a very small extent. Thus, regulators should start discussing 

their introduction. The interplay of minimum standards for mitigation and insurance pools to 

account for the challenges in insurability of cyber risk needs to be on the agenda in such dis-

cussions. Finally, debates over solutions for worst-case scenarios, as discussed in WEF (2010) 

and Ruffle et al. (2014), are inevitable. Those discussions should also involve an active role of 

the government in the risk transfer for such a worst-case scenario (e.g., discussions about a 

governmental backstop; see Long Finance, 2015). 

Our model takes all stakeholders into account. For the sake of simplicity, we have to accept 

some limitations. Certain aspects and assumptions in the model framework in addition to the 

analytical approach require discussion. First of all, we assume all policyholders to be identical 

in risk exposure (all face the same losses) and in initial capital. Based on this assumption we 

can offer standardized insurance contracts (i.e., same cover limits, deductibles, and premiums). 

However, this assumption of homogeneity is simplistic and does not coincide with market ob-

servations. According to Biener et al.’s (2015) study of cyber insurance contracts in Switzer-

land, policies are constructed of different modules, from which policyholders can select the 

coverage that best satisfies their needs. In addition, insurance companies offer different cover 

limits based on up-front assessments of IT security systems. Furthermore, under the assumption 

of heterogeneity, we would have to expect problems of adverse selection. Therefore, simplifi-

cation results in a conservative estimation since adverse selection would lead only to further 

decreases in market size (see, e.g., the lemons problem described in Akerlof, 1970). 

Second, we simplified the modeling of the cyber cat bond: (i) cat bonds are a multi-year pro-

tection (see, e.g., Ben Ammar, Braun, and Eling, 2015), but the assumption of a one-year con-

tract as common in reinsurance might not be feasible; (ii) investors do not solely price the value 

of a cat bond by a Sharpe ratio. They might also incorporate metrics like the spread as a measure 

of expected loss in their decision processes. Future research is needed to model cat bonds for 

cyber risk in more detail. 

Third, under the paper’s model setup, insurance and reinsurance companies have no opportunity 

to invest in alternative assets when no insurance is offered; the reference values (e.g., 

E[UPI(A0,PI)] in constraint (2)) could be too small. This could lead to estimators for market size 

that are potentially too high. One way to adjust the model is to replace the fixed initial capital 
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by a stochastic process (see, e.g., Hong et al., 2011). This would complicate the model and 

future research is needed to examine ways to incorporate stochastic processes within such a 

model. 

Finally, the interaction of minimum standards for mitigation and insurance pools was not eval-

uated in this model and creates an avenue of future research. The incorporation of self-protec-

tion measures (instruments to reduce the probability of loss occurrence; see Ehrlich and Becker, 

1972) have been analyzed in comparison with insurance by Öğüt et al. (2011). The effect of 

self-protection measures on the cyber insurance market has not been tested in detail (see Eling 

and Wirfs, 2016a, for a first indication) and their interplay with mitigation standards could be 

another important topic for future analyses. 
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Appendix A: Loss Modeling Approach 
Risk Owner 

For the simulation approach defined in Section 2, the definition of risk exposure for each layer 

is vital. The risk owner’s exposure to cyber risk X is generated from cyber risk loss data. We 

use the SAS OpRisk Global data and identify cyber incidents by the search and identification 

strategy described in Appendix B. For descriptive statistics on the data sample and a motivation 

to use OpRisk data for cyber risk we kindly refer the reader to Eling and Wirfs (2016b). 

Assume the distribution function FY to describe the identified loss data (X1, X2, X3, …). So far 

FX does not incorporate the possibility of a risk owner to have no loss. We compute a mixed 

distribution, by assuming that a company faces a loss Y which is defined by 

Y X Z= ⋅ , 

where Z is a random variable, with values Z = 1 (a loss has occurred) or Z = 0 (no loss oc-

curred). Further, we define p = P[Z = 1], with 0 ≤ p ≤ 1 fixed. Under these assumptions, we 

can define the distribution of the risk owner by 

( ) ( )( ) (1 ) 0Y XF x p F x p δ= ⋅ + − ⋅ , 

where δ(0) is the delta distribution (Dirac) which is equal to 1 if x = 0 and 0 in all other cases. 

Based on this loss distribution, we generate random loss numbers by standard random number 

generators (e.g., given in the statistical software packages of R). In a first step we generate 

losses for X by resampling with replacement on the original loss data from the SAS OpRisk 

Global database (see Eling and Wirfs, 2016b, for descriptive statistics). Second, as a robustness 

test, we fit the loss data to a log-normal distribution and generate losses thereof (see Appendix 

C). 

While the risk owner faces having either a cyber risk loss of a particular size or no loss at all, 

the primary insurer (reinsurer) faces losses in a portfolio of losses. Something similar applies 

to the capital market, which takes over risks from a primary insurer’s (model (a)) or a reinsurer’s 

(model (b)) portfolio. The loss simulation approach for each of the other layers is described in 

the following paragraphs. 

 

Primary Insurer 

There are two ways to derive a distribution for the loss portfolio of the primary insurer from the 

risk owner’s loss distribution: individual risk model and collective risk model. For an extensive 

review see Kaas et al. (2008) or Klugman, Panjer, and Willmot (2012). We will follow the 

individual risk model. The model is based on the loss distribution of the risk owner FX. Because 
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of the simulation approach, we will not need the exact distribution for the primary insurer’s loss 

LPI. Thus, we generate random losses on risk owner level by the distribution FY and apply the 

indemnity function IPI to them. By aggregating nPI of these losses, we yield an aggregated ran-

dom loss for LPI. 

 

Reinsurer 

The loss distribution of a reinsurer is similar to that of the primary insurer. The only difference 

is that the total loss of the reinsurer’s portfolio LRE is based on losses in the primary insurers’ 

portfolio LPI. As before, we generate random losses LPI, apply IRE to it, and aggregate them to a 

loss of a reinsurer’s loss portfolio LRE with nRE contracts. 

 

Capital Markets 

Losses for the capital market layer depend on the model in which they are incorporated. In 

model (a) the capital market loss is equal to the loss in a primary insurer portfolio and is mod-

elled analogously. For model (b), the capital market covers losses in a reinsurer’s portfolio, and 

thus is modelled analogous to the reinsurer losses. Depending on the layer, the losses are deter-

mined analogously to the primary insurer’s loss LPI or the reinsurer’s loss LRE.17 

 

Comments 

Note, that we do not assume independent and identically distributed losses on each layer, as we 

would if we wanted to determine the actual loss distribution on each layer (see, e.g., individual 

risk model). The first advantage of this approach is, that we are able to generate correlated 

losses. The approach used to generate correlated losses is given by Cossette et al. (2002). More-

over, since we do not require the losses to be identically distributed, the approach enables the 

aggregation of losses for different underlying risks. For instance, the modeling of a portfolio 

consisting of different policyholders (e.g., different with respect to firm characteristics) can be 

done by Chavez-Demoulin, Embrechts, and Hofert (2015). However, we leave the latter for 

future research. 

 

  

                                                 
17  The losses for governmental representatives are generally similar to those of the primary insurer or the rein-

surer, depending on the layer the state enters the risk transfer. 
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Appendix B: Search and Identification Strategy 
To be categorized as a cyber risk incident, a loss event must meet three criteria: (1) a critical 

asset such as a company server or database needs to be affected, (2) a relevant actor (e.g., 

hackers, employees, system, nature) needs to be involved in causing the incident, and (3) a 

relevant outcome such as the loss of data or misuse of confidential data needs to be present (see 

Table B.1 for more information). For each category we defined a comprehensive set of key-

words, which we then systematically scanned for in the incident descriptions of our SAS 

OpRisk Global Data database (see Table B.2). The resulting dataset includes 1,579 cyber risk 

incidents, or about 5.9% of the total sample of operational risks. 

Table B.1 Data Search Strategy 
Step Description 
1.  For all three criteria – critical asset, actor, and outcome – we identify keywords that describe 

terms in the appropriate group 
2.  We searched the descriptions of each observation in our sample data for a combination of 

keywords, where each combination consisted of one word from each group (three-word com-
binations) 

3.  We checked all identified observations individually (reading each description) for their affil-
iation to cyber risk or non-cyber risk and if necessary excluded the incidents from the cyber 
risk term; while checking the observations we also decided in which of the cyber risk cate-
gories they fit best 

4.  For all observations that were not identified by one of our keyword combinations we checked 
randomly chosen incidents and included them if necessary; furthermore, if we could identify 
keyword combinations that we missed in the first round, we started all over at Step 2 with 
these new words 
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Table B.2 Keywords per Criterion 
Critical Asset Actor Actor (cont.) Outcome 
account (1) Actions by people (2) Systems and technical failure availability 
accounting system administrator defect available 
address deadline hardware breach 
code denial of service, DoS loading breakdown 
communication destruction malicious code confidential 
computer devastation software congestion 
computer system employee stress constrain 
confidential extortion system crash control 
confidential document forgot, forget, forgotten  delete 
consumer information hacker, hacked (3) Failed internal processes deletion 
data hacking unauthorized access disclosure 
disk human error  disorder 
document infect (4) External events disruption 
file infection blizzard disturbance 
hard-disk infiltrate earthquake encryption 
hard-drive infiltrated eruption espionage 
homepage key logger explosion failure 
info(rmation) lapse fire false 
information system logic bomb flood falsification 
internet site maintenance hail falsified 
names malware heat wave falsifying 
network manager hurricane incompatibility 
numbers manipulate lightning incompatible 
online banking miscommunication natural catastrophe incomplete 
payment system mistake outage integrity 
PC misuse pipe burst interruption 
personal information omission riot limit 
phone online attack smoke lose 
purchase information oversight storm loss 
record phish thunder lost 
reports phishing tornado malfunction 
server spam tsunami missing 
site Trojan typhoon modification 
social security number vandalism unrest modified 
stored information virus utilities modify 
tablet worm war overload 
trade secret  weather publication 
webpage  wind restrict 
website   sabotage 
   steal 
   stole 
   theft 

Note: We used regular expressions to ensure that different spellings were captured (e.g., “homepage” and “home page”). 
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Appendix C: Analysis of Robustness 
This part of the appendix focuses on the robustness of the findings generated in the main part 

of this paper. We show results for solvency-constrained models, verify the assumption of risk-

neutrality in insurer’s decision-making, and the analysis with an alternative loss distribution 

assumption. 

 

Solvency-constrained Models 

The model in Section 2 assumes that all participants in the market are able to cover any (poten-

tially residual) loss and pay any premium necessary. This is because we did not make any as-

sumptions on the initial wealth/capital. However, this analysis is necessary since small compa-

nies in particular might not be able or willing to offer or by (re-)insurance products. In this 

section we test the robustness of our results with respect to company size by adding solvency 

constraints for each risk transfer layer. For all stakeholders we define the same constraints. 

In constraint (1) we assume that the expected utility in the case with insurance must be greater 

than the expected utility without insurance. In addition to constraint (1) we define a second 

criterion for the risk owner based on a solvency requirement. This is in line with approaches 

discussed in Kleindorfer and Klein (2003) or Böhme and Schwartz (2010). We assume that the 

risk owner’s ruin probability must be less than a target ruin probability TRPRO. The constraint 

can thus be formalized as follows: 

( )0 0RO PI ROP W X P I X TRP − − + < ≤  . (C.1) 

Only in cases that constraints (1) and (C.1) are satisfied, we define a market for the risk owner 

to be feasible. Similar constraints are defined for the primary insurer and the reinsurer. For 

example, for the primary insurer: 
,

0, 0PI earned PI PI
PIP A P L TRP + − < ≤  . (C.2) 

With these additional constraints, the definition of the initial wealth and capital becomes essen-

tial. We compute the models of Table 3 with the additional constraints and assume the following 

parameters in addition to those in Table 2: initial wealth of the risk owner is W0 = US$3 million 

with a TRPRO = 5%; the primary insurer’s initial capital is A0,PI = US$100 million with a 

TRPPI = 0.5% (motivated by Solvency II requirements), and the reinsurer’s initial capital 

A0,RE = US$100 million with TRPPI = 0.5%. The results with solvency constraints are presented 

in Table C.1. 

Further, note that under this setup an insolvency is still possible (e.g., in the example an insol-

vency of a primary insurer equals 0.5%). This chance of a contract non-performance of the 
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insurer should be included in the risk owner’s decision to buy insurance. There are already 

approaches that account for this; for instance, Doherty and Schlesinger (1990). We leave this 

to future research. 

 

Risk-neutrality Assumption in Insurance Companies 

The results for the risk-neutrality assumption in the primary insurer’s and reinsurer’s decision 

process are based on the solvency-constrained model. Furthermore, we define risk-neutrality 

for the primary insurer and reinsurer by the assumption of αPI = αRE = 0. Initial wealth and 

capitals are chosen as in the solvency-constrained model, all other parameters are defined in 

Table 2. We present the results in Table C.2. 

 

Loss Distribution Assumption 

The assumption for the loss distribution of X (risk owner’s risk exposure) is an important factor 

in the analysis of our model. According to Eling and Wirfs (2016b) the generalized Pareto dis-

tribution (GPD), provides the best fit for the loss modeling by single parametric distributions. 

However, we do not use this distributional assumption here, because the use of a GPD for the 

loss data at hand provides an infinite-mean model (see results of Eling and Wirfs, 2016b), which 

results in relatively unstable estimates if samples are drawn from it (see, e.g., Cirillo and Taleb, 

2015). For a robustness test we thus use the log-normal distribution that proved to have the 

second best fit in Eling and Wirfs (2016b). Nevertheless, for the main part of the paper we 

resample losses from the original loss data with replacement. An advantage of this approach is 

that the maximal possible loss is bounded by the largest value in the sample. See Table C.3 for 

the results, analogous to Table 3. 

 

Further Robustness Tests 

Further robustness tests are available upon request (e.g., variations for the loss probability p, 

effects connected to the fixed risk loading factors λfix, as well as risk aversion parameters, and 

the utility function were analyzed and are available). We also investigated the effect of changes 

in reinsurance portfolio sizes (variable nRE). Market size increases with increasing nRE, but only 

to a small extent. This might be due to relatively small primary insurance portfolios that have 

to be increase first. 
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Table C.1 Robustness Test for Solvency-constrained Models 
 Reference  Reinsurance  Capital Market (a)  Capital Market (b) 
 Total So-

lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 
Panel A: Reference Setup 
Scenario 1 (Base) 12.071 1.198 (138.969)  13.007 1.267 (158.330)  12.279 1.510 (178.228)  13.007 1.295 (161.913) 
            
Panel B: Scenario Analysis – Dynamic Nature of Cyber Risk 
Scenario 2 (Extreme) 0.104 2.687 (2.687)  0.104 2.748 (2.748)  0.104 2.874 (2.874)  0.104 2.477 (2.477) 
Sce-
nario 3 (Worst-case) 

0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000) 

            
Panel C: Correlation in portfolios 
PI – Low (q = 5%) 0.104 2.164 (2.164)  0.104 2.227 (2.227)  0.208 2.517 (5.033)  0.104 2.230 (2.230) 
PI – Me-
dium (q = 20%) 

0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000) 

PI – High (q = 50%) 0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000) 
            
Panel D :Information asymmetry – Moral Hazard  
r = US$ -0.5m invested 28.928 1.308 (363.524)  --- ---  --- ---  --- --- 
r = US$ -0.25m in-
vested 

25.806 1.307 (324.218)  --- ---  --- ---  --- --- 

r = US$ 0.25m in-
vested 

8.949 1.221 (105.088)  --- ---  --- ---  --- --- 

r = US$ 0.5m invested 0.416 2.201 (8.804)  --- ---  --- ---  --- --- 
            
Panel E: Effect of Primary Insurer’s Portfolio Size 
Medium (100 con-
tracts) 

19.459 1.262 (236.007)  19.771 1.315 (249.902)  19.459 1.389 (259.779)  19.771 1.289 (244.837) 

Large (500 contracts) 27.055 1.336 (347.459)  27.471 1.346 (355.330)  27.055 1.200 (312.104)  27.471 1.249 (329.755) 
Note: PI = primary insurer, m = million. 
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Table C.2 Analysis for Risk-Neutral Insurers 
 Reference  Reinsurance  Capital Market (a)  Capital Market (b) 
 Total So-

lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 
Panel A: Reference Setup 
Scenario 1 (Base) 22.060 1.299 (273.387)  22.268 1.353 (289.540)  22.060 1.557 (330.173)  22.268 1.352 (289.292) 
            
Panel B: Scenario Analysis – Dynamic Nature of Cyber Risk 
Scenario 2 (Extreme) 0.104 2.687 (2.687)  0.104 2.748 (2.748)  0.104 2.874 (2.874)  0.104 2.477 (2.477) 
Sce-
nario 3 (Worst-case) 

0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000) 

            
Panel C: Correlation in portfolios 
PI – Low (q = 5%) 0.416 2.533 (10.132)  0.416 2.604 (10.415)  0.416 2.664 (10.657)  0.416 2.333 (9.334) 
PI – Me-
dium (q = 20%) 

0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000) 

PI – High (q = 50%) 0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000) 
            
Panel D :Information asymmetry – Moral Hazard  
r = US$ -0.5m invested 28.928 1.308 (363.524)  --- ---  --- ---  --- --- 
r = US$ -0.25m in-
vested 

25.806 1.307 (324.218)  --- ---  --- ---  --- --- 

r = US$ 0.25m in-
vested 

9.053 1.222 (106.322)  --- ---  --- ---  --- --- 

r = US$ 0.5m invested 0.520 2.269 (11.345)  --- ---  --- ---  --- --- 
            
Panel E: Effect of Primary Insurer’s Portfolio Size 
Medium (100 con-
tracts) 

23.517 1.299 (293.656)  23.621 1.337 (303.560)  23.517 1.405 (317.433)  23.621 1.295 (294.001) 

Large (500 contracts) 26.951 1.336 (346.083)  27.367 1.345 (353.781)  26.951 1.200 (310.919)  27.367 1.250 (328.724) 
Note: PI = primary insurer, m = million. 
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Table C.3 Robustness Test for Distributional Assumption 
 Reference  Reinsurance  Capital Market (a)  Capital Market (b) 
 Total So-

lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 

 Total So-
lutions 
(in %) 

Average (Total) 
Premium 

(in million US$) 
Panel A: Reference Setup 
Scenario 1 (Base) 20.395 0.129 (25.273)  21.748 0.199 (41.559)  29.344 0.435 (122.624)  21.952 0.227 (47.708) 
            
Panel B: Scenario Analysis – Dynamic Nature of Cyber Risk 
Scenario 2 (Extreme) 12.591 0.253 (30.606)  13.944 0.325 (43.571)  14.776 0.570 (80.911)  13.944 0.349 (46.827) 
Sce-
nario 3 (Worst-case) 0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000)  0.000 0.000 (0.000) 

            
Panel C: Correlation in portfolios 
PI – Low (q = 5%) 16.337 0.159 (25.010)  16.337 0.221 (34.630)  22.476 0.462 (99.893)  16.753 0.250 (40.266) 
PI – Me-
dium (q = 20%) 11.655 0.268 (30.028)  12.071 0.408 (47.370)  13.528 0.581 (75.552)  12.279 0.393 (46.335) 

PI – High (q = 50%) 8.741 0.512 (43.038)  9.157 0.697 (61.376)  9.990 0.748 (71.806)  9.573 0.612 (56.357) 
            
Panel D :Information asymmetry – Moral Hazard 
r = US$ -0.5m invested 23.725 1.120 (255.364)  --- ---  --- ---  --- --- 
r = US$ -0.25m in-
vested 

21.748 1.129 (235.936)  --- ---  --- ---  --- --- 

r = US$ 0.25m in-
vested 

19.147 1.135 (208.837)  --- ---  --- ---  --- --- 

r = US$ 0.5m invested 18.106 1.139 (198.237)  --- ---  --- ---  --- --- 
            
Panel E: Effect of Primary Insurer’s Portfolio Size 
Medium (100 con-
tracts) 35.796 0.186 (64.106)  36.108 0.230 (79.804)  35.796 0.306 (105.236)  36.108 0.208 (72.031) 

Large (500 contracts) 93.236 0.408 (365.213)  93.236 0.414 (371.240)  93.236 0.184 (164.788)  93.236 0.325 (291.122) 
Note: PI = primary insurer, m = million. 
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